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MFA instructions for
External Users

Office Phone

The ResumlD project is in full swing to deliver a more secure, efficient,
and fast Identity and Access Management (IAM) solution. We have
reached a point where we need active participation from our employees
and affiliates to implement an additional security feature — MFA.

A good number of Volvo Group users use MFA already, but in order to
increase the security of the identities of all our users, a registration of an
MFA method will be necessary.

The purpose of this document is to help our users with this transition by
providing a step-by-step guide to enable MFA for user accounts.
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SETTING UP MFA

EXTERNAL USERS

1. Please, log into your system (work laptop, work desktop)

) New window

f_:g_-i New InPrivate window
;‘- Profile 1 - Edge
-3 Pin to taskbar

X Close all windows

- =
@ o) ;‘

2. Close all browser windows and open a new private/incognito browser

session (right-click on Microsoft Edge browser icon and select “New
InPrivate Window”)

3. Inthe address field of the browser enter the URL: https://aka.ms/mysignins



https://aka.ms/mysignins
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B® Microsoft BY Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@extvolvogroup.com Enter password

9

Can’t access your account? "“““|

Forgot my password

4, Enter your Volvo User ID plus the extension “@ext.volvogroup.com” and
click on “Next”

b. Enter the password by using the same password as you use, for example, the
Trucks Portal

6. Click “Sign in” You will be forwarded to Microsoft’s Security Info page

31 My Sign-Ins v/

Q Overview Security info

These are the methods you use to sign into your account or reset your password.

2 Security info %

+ Add sign-in method
B3 Organizations

No items to display.
2 Devices

. Lost device? Sign out everywhere
8 Privacy




9.
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On the next page click on “+ Add sign-in method”

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

In the pop-up, expand the dropdown-menu “Choose a method” and select
“Office Phone” as your preferred MFA method

Phone X

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

Sweden (+46) VI 07070000
@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Enter your phone number by choosing your country code and using the
specified formatting, select “Call me” and click on “Next”.
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You will receive an automated phone call to the phone number you specified.
To validate the phone number, you are asked to press the “#” key on your

phone.

10.  Press “#” on your phone keyboard.

11. Click on “Next”

3 My Sign-Ins

,Q Qverview

2 Security info
B2 Organizations
L1 Devices

E] Privacy

Security info

These are the methods you use to sign into your account or reset your password.

Set default sign-in method

+ Add sign-in method

Q,) Bhits +4B 707 XXXXXX

Lost device? Sign out everywhere

Change

Now you have enabled MFA by SMS to your user account

You are done.




3.

V O L vV O

Let’s test your
new MFA method

Log out of your account.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

Ideally open a new private/incognito browser session (right-click on Microsoft
Edge browser icon and select “New InPrivate Window”)

In the address field of the browser enter the URL : https://aka.ms/mysignins



https://aka.ms/mysignins
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Enter your UPN into the sign in prompt and click “Next”

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Enter your password and click on “Sign in”
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B¥ Microsoft

M123456@ext.volvogroup.com

Verify your identity

D Text +XX XXXXXXXXX96

%Ig Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. On the next screen, select “Call +XXXXXXXXXXXXXX” to receive a phone call

BT Microsoft

M123456@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Check the phone with the number you set up as your MFA method
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all Telekom.de & #10:35

+1(855) 330-8653

Remind Me Message

Answer the call

all Telekom.de &10:35

+1 (855) 330-8653

0

Z 3

Open the phone keyboard on your phone and verify your login request by
pressing the “#” key
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BB Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10.  Confirm the next pop-up by clicking on “Yes”

You have successfully logged into your account using your newly
registered MFA method.
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New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

® [

2. RUPTA NGRS O IHTH — IR N/BRE NS ass1E (GRED
Microsoft Edge Xl a2 Bl fr 33 "HEFAE O)

3. EXSESHbEA= i E A URL: https://aka.ms/mysignins



https://aka.ms/mysignins

V O L vV O

B® Microsoft BY Microsoft
Sign in < M123456@ext.volvogroup.com

M123456@extvolvogroup.com Enter password

9

Can't access your account? "“"“|

Forgot my password

4. BWAERIRRIKAF DAY 4" @ext.volvogroup.com", /g st " —#"

o

5. f5 G- WO AR R0 22 BB 38 N B8, 1l 4anTrucks Portal,

6. mE"RFE

BRI L £ 15/3 T E
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My Sign-Ins

8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
a pr Lost device? Sign out everywhere
rivacy
7. £ F—DUnds "+ RS

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. FEHEE O F, BIF Thi3EE "Choose a method" GEFE—FhHFEL) |, %
"Office Phone" (FMAERIE) {EREEEMIMFASIEL,
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Phone X

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

{ Sweden (+46) v‘ Q707 XXXXXX

@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel ‘ Next

9. MEEZREIHEAEER B ABIESE, &% "Call me" (HBFEITHIF)
I "Next" (FT—#) .
HfFCE— 1 H 5B, F RIS ERIBIE 15 e N TR UFE S 515, 5
L FHL LA "B,

10.  ZFHRE LA "# "8,

M. mRE&E"T—#

My Sign-Ins ~~
R Overview SeCU I’Ity InfO

These are the methods you use to sign into your account or reset your password.

2 Security info

Set default sign-in method

B3 Organizations

~+ Add sign-in method

L1 Devices

Q’) Bl +4B6707 XX000¢K Change

B Privacy

Lost device? Sign out everywhere %

i 1 E BRI Ik BB TMFAZIBE
BHIESS STIL T o
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izt 228
T EAIMFR T 15

TETHIERIIRE,

New window

:  New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

ARG T, IR DERN/BRE N EaatE (G2 T Microsoft Edgel
DA ERF IR "HREAR D)

|

TENES 2aH bk rh g A WAL @ https://aka.ms/mysignins



https://aka.ms/mysignins
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4,  AEBFRERTEAEHUPN, KERE"T 8",

B8 Microsoft
< M123456@ext.volvogroup.com
Enter password

Forgot my password

5.  RBAGEREBIFAGD "B
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B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

I:l Text +XX XXXXXXXXX96

% Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. ETF— BT, 1 PR OOOXXXX " AT EB 1E,

% Microsoft

M123456(@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using

userid @ext.volvogroup.com.

7. AR EANMEAT RSB E AL
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al Telekom.de & &10:35

+1 (855) 330-8653

Remind Me Message

HRWTERIE

all Telekom.de & &10:35

+1 (855) 330-8653

0

FIFFHRE, & "#"REIESRIGK
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BB Microsoft

M123456@ext.volvogroup.com
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. R "R "IAT R E N

BEEAE SHFTVEMHIMFA T 2/ 20 B RAGHI I,
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MFA-instructies voor externe
gebruikers

Het ResumlD project is in volle gang om een veiligere, efficiéntere en
snellere Identity and Access Management (IAM) oplossing te leveren.
We hebben een punt bereikt waarop we actieve deelname nodig hebben
van onze medewerkers en filialen om een extra beveiligingsfunctie te
implementeren - MFA.

Een groot aantal gebruikers van Volvo Groep gebruikt al MFA, maar om
de identiteit van al onze gebruikers beter te beveiligen, is registratie van
een MFA-methode noodzakelijk.

Het doel van dit document is om onze gebruikers te helpen met deze
overgang door een stap-voor-stap handleiding te geven om MFA in te
schakelen voor gebruikersaccounts.
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MFA INSTELLEN

EXTERNE GEBRUIKERS

1. Login op je systeem (werklaptop, werkdesktop)

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Sluit alle browservensters en open een nieuwe privé/incognito browsersessie
(klik met de rechtermuisknop op het browserpictogram van Microsoft Edge
en selecteer "Nieuw privévenster")

3. Voerin het adresveld van de browser de URL in: https://aka.ms/mysignins



https://aka.ms/mysignins
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& Microsoft B Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@extvolvogroup.com Enter password
oooooooo| o)

Can't access your account?

Forgot my password

4, Voer uw Volvo gebruikers-1D in plus de extensie "@ext.volvogroup.com" en
klik op "Volgende".

5. Voer het wachtwoord in met hetzelfde wachtwoord dat u gebruikt voor
bijvoorbeeld het Trucks-portaal.

6. Klik op "Aanmelden".

U wordt doorgestuurd naar de pagina Beveiligingsinfo van Microsoft
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331 My Sign-Ins v

R Overview SeCU rlty InfO

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
7. Klik op de volgende pagina op "+ Aanmeldingsmethode toevoegen".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Vouw in het pop-upvenster het vervolgkeuzemenu "Kies een methode" uit en
selecteer "Kantoortelefoon" als de gewenste MFA-methode



9. Voer je telefoonnummer in door je landcode te kiezen en de opgegeven
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Phone X

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

{ Sweden (+46) v‘ 0707 xxxXXX
@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel ‘ Next

opmaak te gebruiken, selecteer "Bel mij" en klik op "Volgende".

Je ontvangt een automatisch telefoontje naar het telefoonnummer dat je hebt
opgegeven. Om het telefoonnummer te bevestigen, wordt u gevraagd om op
de "#"-toets van uw telefoon te drukken.

10. Druk op "#" op het toetsenbord van je telefoon.

11. Klik op "Volgende".

331 My Sign-Ins v

R Qverview

2, Security info
B Organizations
L1 Devices

& Pprivacy

Security info

These are the methods you use to sign into your account or reset your password.

Set default sign-in method

-+ Add sign-in method

Q,) Bhoia +AB 707 XXXXXX

Lost device? Sign out everywhere

Change

Nu heb je MFA per sms ingeschakeld voor je gebruikersaccount

Je bent kiaar.




1.

V O L vV O

Laten we je testen
Nieuwe MFA-methode

Log uit bij je account.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

Open idealiter een nieuwe privé/incognito browsersessie (klik met de
rechtermuisknop op het browserpictogram van Microsoft Edge en selecteer
"Nieuw privévenster")

Voer in het adresveld van de browser de URL in: https://aka.ms/mysignins



https://aka.ms/mysignins
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Voer uw UPN in bij de aanmeldprompt en klik op "Volgende".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Voer je wachtwoord in en klik op "Aanmelden".
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B¥ Microsoft

M123456@ext.volvogroup.com

Verify your identity

D Text +XX XXXXXXXXX96

%Ig Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Selecteer op het volgende scherm "Bel +XXXXXXXXXXXX" om een
telefoongesprek te ontvangen.

B8 Microsoft

M123456@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Controleer de telefoon met het nummer dat je hebt ingesteld als MFA-
methode
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al Telekom.de & &10:35

+1 (855) 330-8653

Remind Me Message

Beantwoord de oproep

al Telekom.de & &10:35

+1(855) 330-8653

00:0¢

Open het telefoontoetsenbord op uw telefoon en controleer uw inlogverzoek
door op de "#"-toets te drukken
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BB Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. Bevestig de volgende pop-up door op "Ja" te klikken

Je hebt je met succes aangemeld bij je account met je nieuw
geregistreerde MFA-methode.
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Instructions sur le MFA
pour les utilisateurs
externes

Le projet ResumID bat son plein pour offrir une solution de gestion des
identités et des accés (IAM) plus sire, plus efficace et plus rapide. Nous
avons atteint un point ou nous avons besoin de la participation active de
nos employés et affiliés pour mettre en ceuvre une fonctionnalité de
sécurité supplémentaire - MFA.

Un grand nombre d'utilisateurs du groupe Volvo utilisent déja la
méthode MFA, mais afin d'accroitre la sécurité des identités de tous nos
utilisateurs, I'enregistrement d'une méthode MFA sera nécessaire.

L'objectif de ce document est d'aider nos utilisateurs a effectuer cette
transition en leur fournissant un guide étape par étape pour activer
I'AFM pour les comptes d'utilisateurs.
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MISE EN PLACE DU MFA

UTILISATEURS EXTERNES

1. Veuillez vous connecter & votre systéme (ordinateur portable ou de bureau).

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Fermez toutes les fenétres du navigateur et ouvrez une nouvelle session de
navigation privée/incognito (cliquez avec le bouton droit de la souris sur
I'icéne du navigateur Microsoft Edge et sélectionnez "Nouvelle fenétre
privée").

3. Dans le champ d'adresse du navigateur, entrez I'URL :
https://aka.ms/mysignins



https://aka.ms/mysignins
https://aka.ms/mysignins
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B® Microsoft BY Microsoft
Sign in < M123456@ext.volvogroup.com

M123456@extvolvogroup.com Enter password

9

Can't access your account? "““"|

Forgot my password

4, Saisissez votre nom d'utilisateur Volvo ainsi que I'extension
"@ext.volvogroup.com" et cliquez sur "Suivant".

5. Saisissez le mot de passe en utilisant le méme mot de passe que celui que
vous utilisez, par exemple, pour le portail Trucks.

6. Cliquez sur "S'identifier"

Vous serez redirigé vers la page d'information sur la sécurité de Microsoft.
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331 My Sign-Ins v

R Overview SeCU rlty InfO

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
7. Sur la page suivante, cliquez sur "+ Ajouter une méthode de connexion"

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Dans la fenétre contextuelle, développez le menu déroulant "Choose a
method" et sélectionnez "Office Phone" comme méthode d'AMF préférée.
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Phone X

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

{ Sweden (+46) v‘ 0707 xxxXXX
@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel ‘ Next
9. Entrez votre numéro de téléphone en choisissant l'indicatif de votre pays et
en utilisant le formatage spécifié, sélectionnez "Appelez-moi" et cliquez sur

"Suivant".
Vous recevrez un appel téléphonique automatisé au numéro de téléphone que
vous avez indiqué. Pour valider le numéro de téléphone, il vous est demandé

d'appuyer sur la touche "#" de votre téléphone.

10.  Appuyez sur "#" sur le clavier de votre téléphone.

11. Cliquez sur "Suivant"
331 My Sign-ins v
R Overview Security info

These are the methods you use to sign into your account or reset your password.
2 Security info
Set default sign-in method
B2 Organizations
+ Add sign-in method
L1 Devices
Q,) Phone +4B707 XXXXXX Change

B Privacy

Lost device? Sign out everywhere %

Vous avez maintenant activé I'AFM par SMS pour votre compte
d'utilisateur. Vous avez terminé.
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Testons votre
Nouvelle méthode MFA

1. Déconnectez-vous de votre compte.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Idéalement, ouvrez une nouvelle session de navigation privée/incognito
(cliquez avec le bouton droit de la souris sur l'icéne du navigateur Microsoft
Edge et sélectionnez "Nouvelle fenétre privée").

3. Dans le champ d'adresse du navigateur, entrez I'URL :
https://aka.ms/mysignins



https://aka.ms/mysignins
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Saisissez votre UPN dans l'invite de connexion et cliquez sur "Suivant".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Entrez votre mot de passe et cliquez sur "Sign in"



V O L vV O

B¥ Microsoft

M123456@ext.volvogroup.com

Verify your identity

D Text +XX XXXXXXXXX96

%Ig Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Sur I'écran suivant, sélectionnez "Appeler +XXXXXXXXXXXX" pour recevoir
un appel téléphonique.

B8 Microsoft

M123456@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Vérifier le téléphone avec le numéro que vous avez configuré comme
méthode MFA



V O L vV O

al Telekom.de & &10:35

+1 (855) 330-8653

Remind Me Message

Répondre a l'appel

al Telekom.de & &10:35

+1(855) 330-8653

00:0¢

Ouvrez le clavier de votre téléphone et vérifiez votre demande de connexion
en appuyant sur la touche "#".
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BB Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. Confirmez la fenétre pop-up suivante en cliquant sur "Oui"

Vous vous étes connecté avec succeés a votre compte en utilisant /a
méthode MFA que vous venez d'enregistrer.
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MFA-Anweisungen fur
externe Benutzer

Das ResumlID-Projekt ist in vollem Gange, um eine sicherere,
effizientere und schnellere Losung fir das Identitats- und
Zugangsmanagement (IAM) bereitzustellen. Wir haben einen Punkt
erreicht, an dem wir die aktive Beteiligung unserer Mitarbeiter und
Partner bendtigen, um eine zusatzliche Sicherheitsfunktion zu
implementieren - MFA.

Eine grof3e Anzahl von Nutzern der Volvo-Gruppe verwendet bereits
MFA, aber um die Sicherheit der Identitaten aller unserer Nutzer zu
erhdhen, wird eine Registrierung einer MFA-Methode erforderlich sein.

Dieses Dokument soll unseren Benutzern bei dieser Umstellung helfen,
indem es eine schrittweise Anleitung zur Aktivierung von MFA fir
Benutzerkonten enthalt.
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EINRICHTUNG VON MFA

EXTERNE BENUTZER

1. Bitte melden Sie sich bei Ihrem System an (Arbeitslaptop, Arbeitsdesktop)

New window

New InPrivate window
&® Profile 1- Edge
-3 Pin to taskbar

X Close all windows

-~
)

2. SchlieBen Sie alle Browserfenster und 6ffnen Sie eine neue private/inkognito
Browsersitzung (klicken Sie mit der rechten Maustaste auf das
Browsersymbol von Microsoft Edge und wahlen Sie "Neues InPrivat-
Fenster")

3. Geben Sie in das Adressfeld des Browsers die URL ein:
https://aka.ms/mysignins



https://aka.ms/mysignins

V O L vV O

B® Microsoft BY Microsoft
Sign in < M123456@ext.volvogroup.com

M123456@extvolvogroup.com Enter password

9

Can't access your account? "““"|

Forgot my password

Geben Sie lIhre Volvo-Benutzer-ID und die Erweiterung
"@ext.volvogroup.com" ein und klicken Sie auf "Weiter".

Geben Sie das Kennwort ein, indem Sie dasselbe Kennwort verwenden, das
Sie z. B. fir das Trucks-Portal verwenden.

Klicken Sie auf "Anmelden".

Sie werden auf die Sicherheitsinformationsseite von Microsoft weitergeleitet



V O L vV O

331 My Sign-Ins v

R Overview SeCU rlty InfO

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
7. Auf der nachsten Seite klicken Sie auf "+ Anmeldemethode hinzufligen".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Erweitern Sie im Pop-up-Fenster das Dropdown-Meni "Choose a method"
und wahlen Sie "Office Phone" als bevorzugte MFA-Methode.
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Phone X

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

{ Sweden (+46) v‘ 0707 xxxXXX
@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel ‘ Next

9. Geben Sie Ihre Telefonnummer ein, indem Sie Ihre Landesvorwahl wahlen
und die angegebene Formatierung verwenden, wahlen Sie "Mich anrufen"
und klicken Sie auf "Weiter".

Sie werden einen automatischen Anruf an die von lhnen angegebene
Telefonnummer erhalten. Um die Telefonnummer zu bestétigen, werden Sie
aufgefordert, die "#"-Taste auf Ihrem Telefon zu driicken.

10. Dricken Sie "#" auf der Tastatur lhres Telefons.

1. Klicken Sie auf "Weiter".

331 My Sign-ins v

R Overview Security info

These are the methods you use to sign into your account or reset your password.
2 Security info
Set default sign-in method
B2 Organizations
+ Add sign-in method
L1 Devices
Q,) Phone +4B707 XXXXXX Change

B Privacy

Lost device? Sign out everywhere %

Jetzt haben Sie MFA per SMS fir Ihr Benutzerkonto aktiviert

Sie sind fertig.
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Testen wir |hr
Neue MFA-Methode

1. Melden Sie sich von lhrem Konto ab.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Idealerweise 6ffnen Sie eine neue private/inkognito Browsersitzung (klicken
Sie mit der rechten Maustaste auf das Microsoft Edge Browsersymbol und
wahlen Sie "Neues InPrivat-Fenster")

3. Geben Sie in das Adressfeld des Browsers die URL ein:
https://aka.ms/mysignins



https://aka.ms/mysignins

V O L vV O

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Geben Sie Ihren UPN in die Eingabeaufforderung fir die Anmeldung ein und
klicken Sie auf "Weiter".

B® Microsoft
< M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Geben Sie Ihr Passwort ein und klicken Sie auf "Anmelden".
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B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

I:l Text +XX XXXXXXXXX96

% Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Wahlen Sie auf dem nachsten Bildschirm "Anrufen +XXXXOOOOXXXXX,
um einen Anruf zu erhalten

= Microsoft

M123456@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using

userid @ext.volvogroup.com.
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Uberpriifen Sie das Telefon mit der Nummer, die Sie als lhre MFA-Methode
eingerichtet haben

all Telekom.de & #10:35

+1(855) 330-8653

Remind Me Message

Antwort auf den Anruf

all Telekom.de &10:35

+1 (855) 330-8653

(

Z 3

Offnen Sie die Telefontastatur auf Ihrem Handy und bestatigen Sie lhre
Anmeldeanfrage durch Dricken der Taste "#".
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BB Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. Bestatigen Sie das nachste Pop-up mit "Ja".

Sie haben sich mit |hrer neu registrierten MFA-Methode erfolgreich bei
lhrem Konto angemeldet.
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Istruzioni MFA per gli
utenti esterni

Il progetto ResumID & in pieno svolgimento per offrire una soluzione di
|dentity and Access Management (IAM) piu sicura, efficiente e veloce.
Siamo arrivati a un punto in cui abbiamo bisogno della partecipazione
attiva dei nostri dipendenti e affiliati per implementare un'ulteriore
funzione di sicurezza: I'MFA.

Un buon numero di utenti di Volvo Group utilizza gia I'MFA, ma per
aumentare la sicurezza delle identita di tutti i nostri utenti sara
necessario registrare un metodo MFA.

Lo scopo di questo documento & quello di aiutare i nostri utenti in
questa transizione, fornendo una guida passo passo per abilitare I'MFA
per gli account utente.



V O L vV O

IMPOSTAZIONE DI MFA

UTENTI ESTERNI

1. Accedere al proprio sistema (laptop o desktop di lavoro)
New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Chiudete tutte le finestre del browser e aprite una nuova sessione privata/in
incognito (fate clic con il pulsante destro del mouse sull'icona del browser
Microsoft Edge e selezionate "Nuova finestra privata").

3. Nel campo dell'indirizzo del browser inserire I'URL: https://aka.ms/mysignins



https://aka.ms/mysignins
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B® Microsoft BY Microsoft
Sign in < M123456@ext.volvogroup.com

M123456@extvolvogroup.com Enter password

9

Can't access your account? ""“"|

Forgot my password

4, Inserite il vostro ID utente Volvo e I'estensione "@ext.volvogroup.com" e
cliccate su "Avanti".

5. Inserire la password utilizzando la stessa password che si utilizza, ad
esempio, per il portale Trucks.

0. Fare clic su "Accedi".

Verrete indirizzati alla pagina delle informazioni sulla sicurezza di Microsoft.
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331 My Sign-Ins v

R Overview SeCU rlty InfO

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
7. Nella pagina successiva, fare clic su "+ Aggiungi metodo di accesso".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Nel pop-up, espandere il menu a tendina "Scegliere un metodo" e
selezionare "Telefono ufficio" come metodo MFA preferito.
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Phone X

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

{ Sweden (+46) v‘ 0707 xxxXXX
@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel ‘ Next
9. Inserite il vostro numero di telefono scegliendo il prefisso del Paese e
utilizzando la formattazione specificata, selezionate "Chiamami" e fate clic su

"Avanti".

Riceverete una telefonata automatica al numero di telefono specificato. Per
convalidare il numero di telefono, vi verra chiesto di premere il tasto "#" sul
vostro telefono.

10. Premere "#" sulla tastiera del telefono.

1. Fare clic su "Avanti".

331 My Sign-ins v

R Overview Security info

These are the methods you use to sign into your account or reset your password.
2 Security info
Set default sign-in method
B3 Organizations
+ Add sign-in method
L1 Devices
Q’) P +4B6707 XXXXXX Change

B Privacy

Lost device? Sign out everywhere %

Ora avete abilitato I'MFA via SMS per il vostro account utente.

Avete finito.



1.
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Mettiamo alla prova il
vostro
Nuovo metodo MFA

Uscire dal proprio account.

New window

New InPrivate window
Profile 1 - Edge

Pin to taskbar

Close all windows

-~
Y

Idealmente, aprire una nuova sessione privata/incognito del browser (fare clic
con il pulsante destro del mouse sull'icona del browser Microsoft Edge e
selezionare "Nuova finestra privata").

Nel campo dell'indirizzo del browser, inserire I'URL:
https://aka.ms/mysignins.



https://aka.ms/mysignins
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Inserite il vostro UPN nella richiesta di accesso e fate clic su "Avanti'.

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Inserite la vostra password e cliccate su "Accedi".
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B¥ Microsoft

M123456@ext.volvogroup.com

Verify your identity

D Text +XX XXXXXXXXX96

%Ig Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Nella schermata successiva, selezionare "Chiama +XXXXXXXXXXXX" per
ricevere una telefonata.

B8 Microsoft

M123456@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Controllare il telefono con il numero impostato come metodo MFA
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all Telekom.de & & 10:35

+1 (855) 330-8653

Q9 L 4

Remind Me Message

Rispondere alla chiamata

al Telekom.de & #10:35

+1(855) 330-8653

0]

Aprire la tastiera del telefono e verificare la richiesta di accesso premendo il
tasto "#".



V O L vV O

BB Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. Confermare il pop-up successivo facendo clic su "Si".

L'accesso al proprio account é avvenuto con successo utilizzando il
metodo MFA appena registrato.
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1. VAT AT A LTLTEENY,

New window

New InPrivate window
Profile 1 - Edge
Pin to taskbar

X Close all windows

0

2. TRCOT T UV T4 RUZHAL, HILWITIFTARX—F /(v ars=—rT
TV v arEEET (Microsoft Edge7 7 U7 A av a7 U v
7L, HLWFIFTAR—P T4 Ry ZEIRLET)

3. 79 UYDOT KL A« 74—/ KIZURL%Z A JJ: https://aka.ms/mysignins



https://aka.ms/mysignins
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B® Microsoft BY Microsoft
Sign in < M123456@ext.volvogroup.com

M123456@extvolvogroup.com Enter password

9

Can’t access your account? "“"“|

Forgot my password

4, ALK O 2—H—ID & LR 1" @ext.volvogroup.com "% A ) L, "Next "%
7V w7 LET,

5. iz 13, Trucks Portal il L CWANRAT— RERU L OAFEHA L T/8%
J—REANLET,

6. YAvAV] 7w

v o7 FDEF2 YT fgRN— TR ESAFE T,
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My Sign-Ins

8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

. Lost device? Sign out everywhere
8 Privacy

7. WDOR—=T"+Yh A, AV HFEOBM" "2 7V v 795,

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Ry F7v7F TRy FH7 . A==2— [Choose a method] Z/EBIL. #
L9 5MFASEE LT [Office Phonel Zi®IRT 5,
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Phone X

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

{ Sweden (+46) v‘ Q707 XXXXXX

@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel ‘ Next

9. EFT AR L, HESNENTCEREEFEZ AL, "Callme "% L
T"Next"227 Vv 7 LET,
TEE L 7E i HHIC H B A Clighisnm-> CEET, Bl Hamiid 5
E&, RGO #) F—E2 LTS EI0,

10. HEHEBEFOXF—AR— KT [#] 27,

M. W~ 27 U7

My Sign-Ins
8L Overview SeCU I’Ity InfO

These are the methods you use to sign into your account or reset your password.

2 Security info

Set default sign-in method

B3 Organizations

~+ Add sign-in method

L1 Devices

Qﬁ Phone +4BT07 XXXHNXX

B Privacy

Lost device? Sign out everywhere

Change

k

ZAT, 2—F—=T X FTSMSIZL EMFABEZNZZ D F L,

ZHTRDYE,
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FTAPMLTHEY
3 LVOMARS R

TATL "L ou Ty N5,

New window

:  New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

FLWTIA = A rval=— T T70¥FEy a2 ONEBENT
3 (Microsoft Edge 7 7 w7 A a2 527 Vw27 L, [HLWFTFA R
—hUsrFY] BERRLET)

TI7U0YDOT KL A« 7 4 —)L RIZURL : https://aka.ms/mysignins % A /14
%,



https://aka.ms/mysignins
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, YA AT 7 MZUPNE AL, "Next"2 27 U v 7 LET,

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. NAT—RKEASL, "Signin"227 V7 LET,
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B¥ Microsoft

M123456@ext.volvogroup.com

Verify your identity

D Text +XX XXXXXXXXX96

%Ig Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. WROEHE T, THOOOXXKKXXXXIZERFET 5] ZB|IRL, EifixrxlT 5,

% Microsoft

M123456@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. MFAL R E L TRE LEEFOEFRET =735



V O L vV O

all Telekom.de & #10:35

+1(855) 330-8653

Remind Me Message

all Telekom.de & 810:35

+1(855) 330-8653

0C

EREGEOFT—AR— R, "#"F—2 L Tr /A VEREZHERT D,
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BB Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

IV 227U w7 LTCIROR Y FT7 v FEHERLET,

B LS BIRLIEMFALSRTT D M2 > TEFLE,
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MFA A

Q5 ARE At

New window

New InPrivate window

Profile 1 - Edge
Pin to taskbar

Close all windows

DEEERNEEE
Edge E2}2 X OO|&

MestL|C)),

UM HISIH/AIRE 222K M-S &L B (Microsoft
k=)
=

OfeA Q2 HEOCE Sotn M HIB BS

B2t X9 A HE O URL(https://aka.ms/mysignins)= & & gtL|LC},



https://aka.ms/mysignins
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B® Microsoft BY Microsoft

Sign in

M123456@ext.volvogroup.com

< M123456@ext.volvogroup.com

Enter password

9

Can't access your account?

Forgot my password

Microsoft S/ &2 oF F & ij/O/ X = O/&SFL/L}
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331 My Sign-Ins v

8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
7. CHS HO[X|OM "+ 2Ol WY =7} S S = LCL

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone
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Phone X

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

{ Sweden (+46) v‘ 0707 XxXXXXX

@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel ‘ Next

9. =T/IZEZE UES D XHE AHS A8 FUHE H S Y5t "Het
27" dHot 2 "Chg"g S LI
A& ot HS 2 A HBp7f ZefS Lo MefH e = & 2/ofcf H
RLIEOA '#' 7| E 72 CH= HAIX] 7 #A[E LY.
10. J[HEIIEEM #'E FEULCH
1. "okE's FHYLCL
331 My Sign-ins +
2 Overview Security info

These are the methods you use to sign into your account or reset your password.

2 Security info

Set default sign-in method

B2 Organizations

~+ Add sign-in method

L1 Devices

Q,) Phone +46707XXXXXX

B Privacy

Lost device? Sign out everywhere

Change

O/F AFEX} H T Of SMSE E3F MFAE Af&ol=E 4F I =L/CL
225/ =L/
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HIAES] A

A'Z0lA 20r gL T,

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

M H[SH/A R B2t MM
Edge E2t2X Ol0|2& Ot A
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| & & & L|CHMicrosoft

7 0
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HetR KXo A HEO URLS Y™ SHM 2 hitps://aka.ms/mysignins
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

200l ZETE0] ALRA} OF0|C|S Y2{s}n 'Chere S2ig

B8 Microsoft
< M123456@ext.volvogroup.com
Enter password

Forgot my password
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B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

I:l Text +XX XXXXXXXXX96

% Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

CH2 SHHOA ' E 3} +XOO0O0XXXXXXXXXX' S MERSH ™

CIgs

% Microsoft

M123456(@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using

userid @ext.volvogroup.com.
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al Telekom.de & &10:35

+1 (855) 330-8653

Remind Me Message

all Telekom.de & &10:35

+1 (855) 330-8653

0
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BB Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. "0J"E 223}0] C+2 TS BoIEL|Ct
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Instrukcje MFA dla
uzytkownikow
zewnetrznych

Projekt ResumID jest w petnym rozkwicie, aby zapewnic¢
bezpieczniejsze, wydajniejsze i szybsze rozwigzanie do zarzgdzania
tozsamoscig i dostepem (IAM). Doszliémy do punktu, w ktérym
potrzebujemy aktywnego udziatu naszych pracownikéw i podmiotow
stowarzyszonych w celu wdrozenia dodatkowej funkcji bezpieczenstwa
- MFA.

Duza liczba uzytkownikéw Volvo Group korzysta juz z MFA, ale w celu
zwiekszenia bezpieczenstwa tozsamosci wszystkich naszych
uzytkownikéw konieczna bedzie rejestracja metody MFA.

Celem tego dokumentu jest pomoc naszym uzytkownikom w tym
przejsciu poprzez dostarczenie przewodnika krok po kroku, aby wtgczy¢
MFA dla kont uzytkownikéw.
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KONFIGURACJA MFA

UZYTKOWNICY
ZEWNETRZNI

1. Zaloguj sie do swojego systemu (stuzbowy laptop, stuzbowy komputer
stacjonarny)

New window
New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Zamknij wszystkie okna przegladarki i otwdérz nowg prywatng sesje
przegladarki (kliknij prawym przyciskiem myszy ikone przegladarki Microsoft
Edge i wybierz "Nowe okno prywatne").

3. W polu adresu przegladarki wpisz adres URL: https://aka.ms/mysignins



https://aka.ms/mysignins
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B® Microsoft BY Microsoft
Sign in < M123456@ext.volvogroup.com

M123456@extvolvogroup.com Enter password

9

Can’t access your account? ""“"|

Forgot my password

4, Wprowadz swdj identyfikator uzytkownika Volvo oraz rozszerzenie
"@ext.volvogroup.com" i kliknij "Dalej".

5. Wprowadz hasto, uzywajgc tego samego hasta, ktérego uzywasz na przyktad
w portalu Trucks Portal

6. Kliknij "Zaloguj sie"

Zostaniesz przekierowany na strone Microsoft Security Info.



V O L vV O

331 My Sign-Ins v

R Overview SeCU rlty InfO

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
7. Na nastepnej stronie kliknij "+ Dodaj metode logowania".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. W wyskakujgcym okienku rozwin menu rozwijane "Wybierz metodg" i
wybierz "Telefon biurowy" jako preferowang metode MFA.
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Phone X

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

{ Sweden (+46) v‘ 0707 xxxXXX
@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel ‘ Next

9. Wprowadz swoéj numer telefonu, wybierajgc kod kraju i uzywajgc okres
formatowania, wybierz "Zadzwonh do mnie" i kliknij "Dalej".

onego

Na podany numer telefonu zostanie wystane automatyczne potgczenie
telefoniczne. Aby potwierdzi¢ numer telefonu, nalezy nacisngc klawisz "#" na
telefonie.

10.  Nacisnij "#" na klawiaturze telefonu.

11. Kliknij "Dalej"

331 My Sign-Ins v

R overview Security info

These are the methods you use to sign into your account or reset your password.
2, Security info

Set default sign-in method

B3 Organizations
-+ Add sign-in method

L1 Devices
Q,) Bhoia +4BT07XXXXXX Change

& Pprivacy

Lost device? Sign out everywhere %

Teraz wigczytes MFA przez SMS na swoim koncie uzytkownika

Skoriczyfes.



1.
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Przetestujmy
nowa metoda MFA

Wyloguj sie z konta.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

Najlepiej otworzy¢ nowg prywatng sesje przegladarki (kliknij prawym
przyciskiem myszy ikone przeglgdarki Microsoft Edge i wybierz "Nowe okno
prywatne").

W polu adresu przegladarki wpisz adres URL : _https://aka.ms/mysignins


https://aka.ms/mysignins
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Wprowadz swéj UPN w oknie logowania i kliknij "Dalej".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Wprowadz swoje hasto i kliknij "Zaloguj sie".
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B¥ Microsoft

M123456@ext.volvogroup.com

Verify your identity

D Text +XX XXXXXXXXX96

%Ig Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Na nastepnym ekranie wybierz "ZadzwonRi +XXXXXXXXXXXX", aby odebraé
potgczenie telefoniczne

B8 Microsoft

M123456@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Sprawdz telefon z numerem skonfigurowanym jako metoda MFA
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all Telekom.de & & 10:35

+1 (855) 330-8653

Q9 L 4

Remind Me Message

Odbierz potagczenie

al Telekom.de & #10:35

+1(855) 330-8653

(

Otworz klawiature telefonu i zweryfikuj Zgdanie logowania, naciskajgc klawisz
II#II.
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BB Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10.  Potwierdz nastepne wyskakujgce okienko, klikajgc "Tak".

Pomys/inie zalogowano sie na konto przy uzyciu nowo zarejestrowanej
metody MFA.
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Instrucoes de MFA para
usuarios externos

O projeto ResumlID estd em pleno andamento para oferecer uma
solucdo de gerenciamento de identidade e acesso (IAM) mais segura,
eficiente e rdpida. Chegamos a um ponto em que precisamos da
participacao ativa de nossos funcionarios e afiliados para implementar
um recurso de seguranca adicional - MFA.

Um bom numero de usuarios do Volvo Group ja usa a MFA, mas para
aumentar a seguranca das identidades de todos os nossos usuarios,
sera necessario o registro de um método MFA.

O objetivo deste documento é ajudar nossos usuarios com essa
transicao, fornecendo um guia passo a passo para ativar a MFA para
contas de usuario.
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CONFIGURACAO DO MFA

USUARIOS EXTERNOS

1. Faca login no seu sistema (laptop ou desktop de trabalho)

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Feche todas as janelas do navegador e abra uma nova sessao
privada/incognita do navegador (clique com o bot&o direito do mouse no
icone do navegador Microsoft Edge e selecione "New InPrivate Window")

3. No campo de enderego do navegador, digite o URL:
https://aka.ms/mysignins



https://aka.ms/mysignins
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B® Microsoft BY Microsoft
Sign in < M123456@ext.volvogroup.com

M123456@extvolvogroup.com Enter password

9

Can't access your account? "““"|

Forgot my password

4, Digite sua ID de usudrio da Volvo mais a extensdo "@ext.volvogroup.com" e
cligue em "Next" (Avancar)

5. Digite a senha usando a mesma senha que vocé usa, por exemplo, no Trucks
Portal

6. Clique em "Sign in" (Entrar)

Vocé sera encaminhado para a pdgina Informagdes de sequranga da
Microsoft
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331 My Sign-Ins v

R Overview SeCU rlty InfO

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
7. Na pagina seguinte, clique em "+ Add sign-in method" (+ Adicionar método
de login)

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Na janela pop-up, expanda o menu suspenso "Choose a method" (Escolha
um método) e selecione "Office Phone" (Telefone do escritério) como seu
método MFA preferido
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Phone X

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

{ Sweden (+46) v‘ 0707 xxxXXX
@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel ‘ Next

9. Digite seu numero de telefone escolhendo o cédigo do pais e usando a
formatacéo especificada, selecione "Call me" (Ligue para mim) e clique em
"Next" (Avangar).

5 i u oJgll u it u
Vocé receberd uma chamada telefénica automatica para o nimero de
elefone que especificou. Para validar o numero de telefone, sera solicitado
telef fi P. lid. de telefone, licitad
que vocé pressione a tecla "#" do seu telefone.

10. Pressione "#" no teclado do telefone.

11.  Clique em "Next" (Avancar)

331 My Sign-ins v

R Overview Security info

These are the methods you use to sign into your account or reset your password.
2 Security info
Set default sign-in method
B2 Organizations
+ Add sign-in method
L1 Devices
Q,) Phone +4B707 XXXXXX Change

B Privacy

Lost device? Sign out everywhere %

Agora vocé ativou o MFA por SMS para sua conta de usudrio

Vocé terminou.
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Vamos testar seu
novo método MFA

1. Faca logout da sua conta.

5 New window

New InPrivate window
&® Profile1- Edge
-2 Pin to taskbar

X Close all windows

-~
Y

2. O ideal é abrir uma nova sesséao privada/incdgnita do navegador (clique com
o botéo direito do mouse no icone do navegador Microsoft Edge e selecione
"New InPrivate Window")

3. No campo de enderego do navegador, digite o URL:
https://aka.ms/mysignins



https://aka.ms/mysignins
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Digite seu UPN no prompt de login e clique em "Next" (Avancar)

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Digite sua senha e clique em "Sign in" (Entrar)
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B¥ Microsoft

M123456@ext.volvogroup.com

Verify your identity

D Text +XX XXXXXXXXX96

%Ig Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Na tela seguinte, selecione "Call +XXXXXXXXXXXXXXXX" para receber uma
chamada telefénica

B8 Microsoft

M123456@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Verifique o telefone com o ndmero que vocé configurou como seu método
MFA
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al Telekom.de & &10:35

+1 (855) 330-8653

Remind Me Message

Atender a chamada

al Telekom.de & &10:35

+1(855) 330-8653

00:0¢

Abra o teclado do telefone em seu telefone e verifique sua solicitagao de login
pressionando a tecla "#"
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BB Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. Confirme a préxima janela pop-up clicando em "Yes" (Sim)

Vocé fez login com sucesso na sua conta usando o método MFA recém-
registrado.
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Instrucciones MFA para
usuarios Externos

El proyecto ResumlID estd en pleno desarrollo para ofrecer una solucion
de Gestion de Identidad y Acceso (IAM) mas segura, eficiente y rapida.
Hemos llegado a un punto en el que necesitamos la participacion activa
de nuestros empleados y afiliados para implantar una funcién de
seguridad adicional: MFA.

Un buen nimero de usuarios del Grupo Volvo ya utilizan MFA, pero para
aumentar la seguridad de las identidades de todos nuestros usuarios,
sera necesario registrar un método MFA.

El propdsito de este documento es ayudar a nuestros usuarios con esta
transicion proporcionando una guia paso a paso para habilitar MFA para
las cuentas de usuario.
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CONFIGURACION DE MFA

USUARIOS EXTERNOS

1. Por favor, inicie sesion en su sistema (ordenador portatil del trabajo,
ordenador de sobremesa del trabajo)

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Cierre todas las ventanas del navegador y abra una nueva sesion privada/de
incégnito (haga clic con el botdn derecho del ratén en el icono del navegador
Microsoft Edge y seleccione "Nueva ventana de incégnito").

3. En el campo de direccion del navegador, introduzca la URL:
https://aka.ms/mysignins



https://aka.ms/mysignins
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B® Microsoft BY Microsoft
Sign in < M123456@ext.volvogroup.com

M123456@extvolvogroup.com Enter password

9

Can't access your account?

Forgot my password

4, Introduce tu ID de usuario de Volvo mas la extension
"@ext.volvogroup.com" y haz clic en "Siguiente".

5. Introduzca la contrasefa utilizando la misma contrasefia que utiliza, por
ejemplo, el Portal de Trucks

©. Haga clic en "Iniciar sesién".

Sera redirigido a la pdgina de informacion de seguridad de Microsoft
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331 My Sign-Ins v

R Overview SeCU rlty InfO

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
7. En la pagina siguiente, haga clic en "+ Afiadir método de inicio de sesién".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. En la ventana emergente, despliegue el menu desplegable "Elegir un
método" y seleccione "Teléfono de la oficina" como método MFA preferido.



9. Introduzca su nimero de te
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Phone

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

{ Sweden (+46) v‘ 0707 xxxXXX
@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel ‘ Next

éfono eligiendo el prefijo de su pais y utilizando el
formato especificado, seleccione "LIdmame" y haga clic en "Siguiente".

Recibira una llamada automatica al numero de teléfono que haya indicado.
Para validar el nimero de teléfono, se le pedira que pulse la tecla "#" de su

teléfono.

10. Pulsa "#" en el teclado de tu teléfono.

11. Haga clic en "Siguiente".

331 My Sign-Ins v

R Qverview

2, Security info
B3 Organizations
L1 Devices

& Pprivacy

Security info

These are the methods you use to sign into your account or reset your password.

Set default sign-in method

-+ Add sign-in method

Q,) Bhoia +4BT07XXXXXX

Lost device? Sign out everywhere

Change

Ahora ha habilitado MFA por SMS a su cuenta de usuario

Has terminado.




1.
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Pongamos a prueba tu
Nuevo método MFA

Salga de su cuenta.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

Lo ideal es abrir una nueva sesién de navegador privada/de incégnito (haga
clic con el botén derecho en el icono del navegador Microsoft Edge y
seleccione "Nueva ventana de incégnito").

En el campo de direccion del navegador introduzca la URL :
https://aka.ms/mysignins



https://aka.ms/mysignins
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Introduzca su UPN en la ventana de inicio de sesién y haga clic en
"Siguiente".

B® Microsoft
< M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Introduzca su contrasefia y haga clic en "Iniciar sesién".
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B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

I:l Text +XX XXXXXXXXX96

% Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. En la siguiente pantalla, selecciona "Llamar a +XXXXXXXXXXXXXX" para
recibir una llamada telefénica.

= Microsoft

M123456@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using

userid @ext.volvogroup.com.

7. Compruebe el teléfono con el nimero que configuré como método MFA
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al Telekom.de & &10:35

+1 (855) 330-8653

Remind Me Message

Responder a la llamada

al Telekom.de & &10:35

+1(855) 330-8653

00:0¢

Abra el teclado del teléfono y verifique su solicitud de acceso pulsando la
tecla "#".
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BB Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

o
1.

10.  Confirme la siguiente ventana emergente pulsando "S

Ha iniciado sesion correctamente en su cuenta utilizando el método MFA
que acaba de registrar.
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MFA-instruktioner for
externa anvandare

ResumlID-projektet ar i full gdng med att leverera en sakrare, effektivare
och snabbare IAM-l6sning (Identity and Access Management). Vi har
natt en punkt dar vi behéver aktivt deltagande fran vara anstéllda och
dotterbolag for att implementera en ytterligare sakerhetsfunktion - MFA.

Ett stort antal av Volvokoncernens anvandare anvander redan MFA, men
for att 6ka sdkerheten for alla vara anvéndares identiteter kommer en
registrering av en MFA-metod att vara nédvandig.

Syftet med detta dokument ar att hjalpa vara anvdandare med denna
dvergang genom att tillhandahalla en steg-for-steg-guide for att aktivera
MFA f6r anvandarkonton.
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INSTALLNING AV MFA

EXTERNA ANVANDARE

1. Logga in pa ditt system (barbar dator, stationér dator)
New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Stang alla webblasarféonster och 6ppna en ny privat/incognito
webblésarsession (hégerklicka p& Microsoft Edge webblasarikon och vélj
"Nytt InPrivate-fénster")

3. | webblasarens adressfalt anger du URL: https://aka.ms/mysignins



https://aka.ms/mysignins
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B® Microsoft BY Microsoft
Sign in < M123456@ext.volvogroup.com

M123456@extvolvogroup.com Enter password

9

Can't access your account? "““"|

Forgot my password

4, Ange ditt Volvo User ID plus tillagget "@ext.volvogroup.com" och klicka pa
"Next"

5. Ange |6senordet genom att anvdnda samma |6senord som du anvander for
t.ex. Lastbilsportalen

©. Klicka pa "Logga in"

Du kommer att vidarebefordras till Microsofts sida med sékerhetsinformation
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331 My Sign-Ins v

8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

. Lost device? Sign out everywhere
8 Privacy

7. Pa nésta sida klickar du pa "+ Lagg till inloggningsmetod"

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Expandera rullgardinsmenyn "Valj en metod" i popup-fonstret och valj
"Kontorstelefon" som 6nskad MFA-metod



9. Ange ditt telefonnummer genom att vélja din landskod och anvénda den
angivna formateringen, valj "Ring mig" och klicka pa "Nasta".
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Phone

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

{ Sweden (+46) v‘ 0707 xxxXXX
@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel ‘ Next

Du kommer att fa ett automatiskt telefonsamtal till det telefonnummer du
angett. For att bekréfta telefonnumret ombeds du att trycka péd "#" pa din

telefon.

10.  Tryck pa "#" pa telefonens tangentbord.

11. Klicka pa "Nasta"

331 My Sign-Ins v

R Qverview

2, Security info
B3 Organizations
L1 Devices

& Pprivacy

Security info

These are the methods you use to sign into your account or reset your password.

Set default sign-in method

-+ Add sign-in method

Q,) Phone +4BT07XXXXXX

Lost device? Sign out everywhere

Change

Nu har du aktiverat MFA via SMS till ditt anvandarkonto

Du &r kiar.
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Lat oss testa din
nya MFA-metod

1. Logga ut fran ditt konto.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Oppna helst en ny privat/incognito webblasarsession (hdgerklicka pa
Microsoft Edge webblisarikon och vélj "New InPrivate Window")

3. | adressfaltet i webbldsaren anger du URL: https://aka.ms/mysignins



https://aka.ms/mysignins
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Ange ditt UPN i inloggningsrutan och klicka pa "Nasta"

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Ange ditt I6senord och klicka pa "Logga in"
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B¥ Microsoft

M123456@ext.volvogroup.com

Verify your identity

D Text +XX XXXXXXXXX96

%Ig Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

©. Pa nasta skarm valjer du "Ring +XXXXXXXXXXXX" for att ta emot ett
telefonsamtal

B8 Microsoft

M123456@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Kontrollera telefonen med det nummer du stéllt in som din MFA-metod
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all Telekom.de & & 10:35

+1 (855) 330-8653

Q9 L 4

Remind Me Message

Svara pa samtalet

al Telekom.de & #10:35

+1(855) 330-8653

(

Oppna telefontangentbordet pa din telefon och verifiera din
inloggningsforfrdgan genom att trycka pa "#" -knappen
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BB Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10.  Bekrafta nasta popup-meddelande genom att klicka pa "Ja"

Du har framgangsrikt loggat in pa ditt konto med din nyregistrerade MFA-
metod.
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SETTING UP MFA

EXTERNAL USERS

1. Asaunthgsruuvosant (LaufeUdmsuvinau, eafiiaUdinsuvinan)

) New window

f_:g_-i New InPrivate window
;‘- Profile 1 - Edge
-3 Pin to taskbar

X Close all windows

-~
)

2. Yanthsauniiosinuauas Wawasuiuniivosdusy/ lszusoulnd
(Adnwil lomauiusSiwes Microsoft Edge uddon “ New InPrivate Window ”)

3. Tudesiiogwonusiives Wilou URL: https://aka.ms/mysignins



https://aka.ms/mysignins
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B® Microsoft BY Microsoft
Sign in < M123456@ext.volvogroup.com

M123456@extvolvogroup.com Enter password

9

Can't access your account? ""“"|

Forgot my password

4.  tou ID ¢flahealivesnaunsouunuana “ @ext.volvogroup.com ” udnan “ dalu
N

5. touswaru e Igawar i dufinale shothau Trucks Portal

6. man"“ avdownTa”

paiazgndsio lgimirdoyamuasasduyves Microsoft
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331 My Sign-Ins v

8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
7. Tuntihdalu Adnit “ + WAnAsaNsasdoanTa ”

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Tutlousy wsnumyaioua il “ 18an38n1s 7 uazdon “ Tnsdwvidgnineu ” 10uis
MFA finaudosnis
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Phone X

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

{ Sweden (+46) v‘ 0707 XxXXXXX

@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel ‘ Next

9. toumnuiav Insdnvivasnn laudonsialsvavasnnuaz Idsuuuuiszy 1don "
nsmsiu " udmdn " daly "

aaia: l650 Insdwyvizn lusis lUgsmnemaw nsdwiviaais:y
lunmsariaaaunansay msdwi ssuvasweo inaunatu “ # 7 vu lnsdnwviveasma

10.  ne “ # " vuuduRuWnsdwrivasnn

11. @and “dald”

331 My Sign-Ins v

R Qverview SeCU I’Ity InfO

These are the methods you use to sign into your account or reset your password.
2 Security info

Set default sign-in method
B3 Organizations

—+ Add sign-in method
L Devices
&.) Phone +4B707 X000 Change

B8 Privacy

Lost device? Sign out everywhere k

v

moudan laitaleaiu O1 A nw UO U lussvaydeldvosnniua’

AN UATINAS
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HINaADUVDNIAA
ULODY
35 Tuisiwoa MFA

sannnszUUUyduainns

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

\Wawaduiusnfiwesaus/ liszushauTni (ednwnit lomaulusiiiwes Microsoft
Edge udndon “ New InPrivate Window ”)

s[wda\iﬁas,uisuaqLu'in"lezia'i“s[ﬁi’ﬂau URL : https://aka.ms/mysignins



https://aka.ms/mysignins
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4,  tlou UPN wasanuluwsousiasdodn ldudndn “ da'ly ”

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5.  {eusWanuvasnniuazpani " asdoiinla "
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B¥ Microsoft

M123456@ext.volvogroup.com

Verify your identity

D Text +XX XXXXXXXXX96

%Ig Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Tuntthedn 1y 183an “ Tns +FXOOOOOOOOXXXXXX ? Rasuany

BT Microsoft

M123456@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

9
o

7. amaaou Insdwvishovinuiavfinauserduisd MFA wasan
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all Telekom.de &

+1(855) 330-8653

Remind Me Message

suTnadwil

al Telekom.de &

+1 (855) 330-8653

0

WautludunwnsdwrivuInsdwivasaninaziududwaithgsuuvosnnlaunatu “ #
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BB Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. dusubleususaluleumani « Taf ”

At avdoueh [oiiey v ovamanusalas 455015 O 1 A iasnaduu Inuvosan
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Harici Kullanicilar i¢in
MFA Talimatlari

ResumlID projesi, daha givenli, verimli ve hizli bir Kimlik ve Erisim
Yonetimi (IAM) ¢dziimi sunmak icin tim hiziyla devam ediyor. Ek bir
glvenlik 6zelligi olan MFA'yi uygulamak icin ¢alisanlarimizin ve
istiraklerimizin aktif katilimina ihtiya¢c duydugumuz bir noktaya ulastik.

Volvo Group kullanicilarinin blyik bir kismi zaten MFA kullanmaktadir,
ancak tim kullanicilarimizin kimliklerinin glivenligini artirmak igin bir
MFA yonteminin kaydedilmesi gerekecektir.

Bu belgenin amaci, kullanici hesaplari icin MFA'y1 etkinlestirmeye
yonelik adim adim bir kilavuz saglayarak kullanicilarimiza bu geciste
yardimci olmaktir.
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MFA KURULUMU

HARICI KULLANICILAR

1. Litfen sisteminizde oturum acin (is diztistii bilgisayari, is masadisti
bilgisayari)

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Tum tarayici pencerelerini kapatin ve yeni bir 6zel/ gizli tarayici oturumu agin
(Microsoft Edge tarayici simgesine sag tiklayin ve "Yeni InPrivate Penceresi
"ni secin)

3. Tarayicinin adres alanina su URL'yi girin: https://aka.ms/mysignins



https://aka.ms/mysignins
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B® Microsoft BY Microsoft
Sign in < M123456@ext.volvogroup.com

M123456@extvolvogroup.com Enter password

9

Can't access your account? ""“"|

Forgot my password

4, Volvo Kullanici Kimliginizi ve "@ext.volvogroup.com" uzantisini girin ve "ileri
"ye tiklayin

5. Parolayi, 6rnegin Trucks Portal'da kullandiginiz parolanin aynisini kullanarak
girin

©. "Oturum Ag¢ "a tiklayin

Microsoft'un Glivenlik Bilgileri sayfasina yénlendirileceksiniz
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331 My Sign-Ins v

R Overview SeCU rlty InfO

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
7. Sonraki sayfada "+ Oturum agma yéntemi ekle" segcenegine tiklayin

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Acilir pencerede, "Bir ydntem seg¢in" acilir menUlsini genisletin ve tercih
ettiginiz MFA yontemi olarak "Ofis Telefonu "nu segin



9. Ulke kodunuzu secerek ve belirtilen bicimlendirmeyi kullanarak telefon
numaranizi girin, "Beni ara "yi secin ve "ileri "ye tiklayin.,

Belirttiginiz telefon numarasina otomatik bir telefon aramasi alacaksiniz.

V O L vV O

Phone

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

{ Sweden (+46) v‘ 0707 xxxXXX
@ Text me a code %
O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel ‘ Next

Telefon numarasini dogrulamak igin telefonunuzdaki "#" tusuna basmaniz

istenir.

10. Telefon klavyenizde "#" tusuna basin.

1. "ileri" lizerine tiklayin

331 My Sign-Ins v

R Qverview

2, Security info
B3 Organizations
L1 Devices

& Pprivacy

Security info

These are the methods you use to sign into your account or reset your password.

Set default sign-in method

-+ Add sign-in method

Q,) Phone +4BT07XXXXXX

Lost device? Sign out everywhere

Change

Artik kullanici hesabiniza SMS ile MFA'yr etkinlestirdiniz

[sin bitti,
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Hadi Test Edelim
Yeni MFA Yontemi

1. Hesabinizdan ¢ikis yapin.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. ideal olarak yeni bir 6zel/gizli tarayici oturumu acin (Microsoft Edge tarayici
simgesine sag tiklayin ve "Yeni InPrivate Penceresi "ni secin)

3. Tarayicinin adres alanina su URL'yi girin: https://aka.ms/mysignins



https://aka.ms/mysignins
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4,  Oturum acma istemine UPN'nizi girin ve "ileri "ye tiklayin

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Sifrenizi girin ve "Oturum ag¢ "a tiklayin
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B¥ Microsoft

M123456@ext.volvogroup.com

Verify your identity

D Text +XX XXXXXXXXX96

%Ig Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Bir sonraki ekranda, bir telefon cagrisi almak icin "+XXXXXXXXXXXXXX Ara
"'yvi secin

B8 Microsoft

M123456@ext.volvogroup.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. MFA yonteminiz olarak ayarladiginiz numara ile telefonu kontrol edin
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all Telekom.de & & 10:35

+1 (855) 330-8653

Q9 L 4

Remind Me Message

Gagriya cevap verin

al Telekom.de & #10:35

+1(855) 330-8653

(

Telefonunuzdaki telefon klavyesini agin ve "#" tusuna basarak giris isteginizi
dogrulayin
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BB Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. "Evet" lzerine tiklayarak bir sonraki acilir pencereyi onaylayin

Yeni kaydettiginiz MFA yéntemini kullanarak hesabiniza bagsariyla giris
yaptiniz.
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