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MFA Instructions for
EXternal Users

Authenticator App

The ResumlD project is in full swing to deliver a more secure, efficient,
and fast Identity and Access Management (IAM) solution. We have
reached a point where we need active participation from our employees
and affiliates to implement an additional security feature — MFA.

A good number of Volvo Group users use MFA already, but in order to
increase the security of the identities of our users, a registration of an
MFA method will be necessary.

The purpose of this document is to help our users with this transition by
providing a step-by-step guide to enable MFA via the Authenticator App
for user accounts.

Volvo Group only supports the Microsoft Authenticator App and no
third-party authenticator apps, because Microsoft Authenticator works
best with Azure. It allows for easier troubleshooting because there is
only one App from one vendor to consider.

The device you are trying to install the Authenticator App to must meet
these requirements:

Android >v8.0
i0S/iPadOS >vi14.0



SETTING UP MFA

EXTERNAL USERS

1. Please, log into your system (work laptop, work desktop)

5 New window

@ New InPrivate window
&® Profile 1- Edge
-2 Pin to taskbar

X Close all windows

Vo
Y]

2. Close all browser windows and open a new private/incognito browser
session (right-click on Microsoft Edge browser icon and select “New
InPrivate Window”)

3. In the address field of the browser enter the URL: https://aka.ms/mysignins



https://aka.ms/mysignins

4, Enter your Volvo User ID plus the extension “@ext.volvogroup.com” and
click on “Next”

BS Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

9

Can't access your account? "“"“'

Forgot my password

b. Enter the password by using the same password as you use for the Trucks
Portal, for example

6. Click “Sign in”

My Sign-Ins

K Overview Secu r|ty infO

These are the methods you use to sign into your account or reset your password.

£ Security info [}

+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

Lost device? Sign out everywhere
B8 Privacy




7. On the next page, click on “+ Add sign-in method”

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. In the pop-up, expand the dropdown-menu “Choose a method” and select
“Authenticator App” as your MFA method

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator
app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next".

| want to use a different authenticator app

9. In the pop-up, click on the link “Download now” and click “Next”



FOR APPLE DEVICES FOR ANDROID DEVICES

10. Take the phone you want to use to scan the corresponding QR code
matching your phone’s operating system or access your phone’s App-
Store/PlayStore to download the app

11. On your phone, open the Microsoft Authenticator app after it is installed and
allow notifications, when the prompt appears

12:45 AM b il = 12:45 AM

Accounts £ Accounts

What kind of account are you adding?

B® Personal account

Add your first account

=. Work or school account

ﬂ Other (Google, Facebook, etc.)
Add work or school account

gg Scan a QR code

E Signin
Add account I

CANCEL

12.  Select “Add account”, then select “Work or school account” from the menu

13.  Inthe pop-up, select “Scan QR code”



14,  On your computer, click “Next”

The pop-up that opens now on your computer screen, shows a QR code

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

<« Add account

Your account provider will display a QR code.

Can't scan image?

15.  Scan the QR code using your phone

16.  The app will list your new work account on the screen



Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

17.  On your computer, click on “Next”

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve

18.  Onyour phone, approve the test-notification that is sent to your phone



Microsoft Authenticator

v/

Natification approved

19.  On your computer, click on “Next”

You can see your new MFA method “Authenticator app” in the list on your
“Security Info” page

Now you have enabled MFA by “Authenticator app” to your user account

You are done!



Let's test your
new MFA Method

1. Log out of your account.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Ideally open a new private/incognito browser session (right-click on Microsoft
Edge browser icon and select “New InPrivate Window”)

3. In the address field of the browser enter the URL : https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Enter your UPN into the sign in prompt and click “Next”

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Enter your password and click on “Sign in”



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. On the next screen, select “Approve a request on my Microsoft
Authenticator app” to receive an approval request on the device you just set

up

B® Microsoft

M123456@ext.volvogroup.com
Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. On the next screen you will be presented with a number



8. Check the device for a notification and tap the notification

= Authenticator S P

ff VdplW Vol

Are you trying to signin?

Volvo Group
M123456@ext.volvogroup.com

Enter the number shown to sign in.

App
m My Signins
m

17

No, it's not me jES

9. Enter the number that is shown on your computer screen in the notification
field of this challenge and tap on “Yes”

a8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10.  Confirm the next pop-up by clicking on “Yes”

You have successfully logged into your account using your newly registered MFA
method.
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New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. KT A NS DI — DR N/fR R asatE (FReESD
Microsoft Edge Xl i #s Bl r 33 "HEFAE O)

3. X S 25 H bk A= 8 AURL: https://aka.ms/mysignins



https://aka.ms/mysignins

4. BWAERIRRIKAF DAY 4 " @ext.volvogroup.com", /g st " T —#"

BS Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

oooooooo| e

Can't access your account?

Forgot my password

5. M 5Trucks PortaltH RO B4 AZ RS, 4N

6. R "BR
My Sign-Ins
R Overview Security infO

These are the methods you use to sign into your account or reset your password.

rQ/ Security info [k

-+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

Lost device? Sign out everywhere
& Privacy




7. AET—I, A& "+EIINBRZREA,

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. (ERH@ENOH, B "EREFE"THACRE, &F "Authenticator App "{EE
BIMFAJ %,

Microsoft Authenticator

Start by getting the app

7\
v On your phone, install the Microsoft Authenticator

app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next".

| want to use a different authenticator app

9. /ERHEOTh, St "MATEY, RNERdD T



FOR APPLE DEVICES FOR ANDROID DEVICES

10, FEAER)FALEHEG-ER) FHLEER SR ILACAME R QRES,  goiniml ) FAL
App-Store/PlayStore T & FFEF,

1. 1EEHFALLE, ZeMicrosoft Authenticator SRR F I L@ m, Y4 HIM
TRy, TN AR

12:45 AM 4 will = 12:45 AM

Accounts £ Accounts

What kind of account are you adding?

=- Personal account

Add your first account

=. Work or school account

m Other (Google, Facebook, etc.)
Add work or school account

8% Scana QR code

Signin
@ For passwordless enabled users only
Add account

CANCEL

12, &P "I, AR MR PR " TEBERIKF



13.

14,

15.

EHE O, % "HfQRE
BN ESE "T—#

Y TE T AT BN G772 LT AT A5 41 70 & L2 o — 1> 245

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

< Add account

Your account provider will display a QR code.

Can't scan image?

MFALEHQRE



16, NAREFPRAE A 141 H A ET TAEIR P

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

17, TFEWEHLESE"TFT—%

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve



18.  EEFALLE, HEMEAGKBIETFHL AN E

Microsoft Authenticator

v/

Natification approved

Back

19.  fEWHALERE "FT—F

AT LATE "2 52" TUEIRIS A 1B 2)FTHIMFA 7772 "Authenticator i/ F2/7
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1. ESHERIIRF,

New window

:  New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. HAEEW T, FIF—DERN/BRE N ERSE (G2 HMicrosoft Edgel
BERER AR "HREAE D)

3. TENES 2R b= P8 AURL : https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4,  AEBFRERTEAEHUPN, KERE"T 8",

BY Microsoft
< M123456@ext.volvogroup.com
Enter password

Forgot my password

5.  RBAEREBIFAD "B



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. TETF—/NsisEr, #3E3% "FEFRAIMicrosoft AuthenticatorM 2 FF _EHEHEER"
CIHAEERNINNE & iR & Rl tnEis sk,

B® Microsoft

M123456@ext.volvogroup.com
Appl’OVE sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. ‘ETF L, ERERILTEST



= Authenticator oL B

[Pan W Vol
B >

Are you trying to signin?

Volvo Group
M123456@ext.volvogroup.com

Enter the number shown to sign in.

App

m My Signins
m

17

v

No, it's not me Yes

9.  {EEBkaAE@EEI= TP A BN L ERAECY, AR AT R

B8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10, R "R "IAT R N
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MFA-instructies voor
externe gebruikers

Authenticator-app

Het ResumlD project is in volle gang om een veiligere, efficiéntere en
snellere Identity and Access Management (IAM) oplossing te leveren.
We hebben een punt bereikt waarop we actieve deelname nodig hebben
van onze medewerkers en filialen om een extra beveiligingsfunctie te
implementeren - MFA.

Een groot aantal gebruikers van Volvo Groep gebruikt al MFA, maar om
de identiteit van onze gebruikers nog beter te beveiligen, is registratie
van een MFA-methode noodzakelijk.

Het doel van dit document is om onze gebruikers te helpen met deze
overgang door een stap-voor-stap handleiding te bieden om MFA in te
schakelen via de Authenticator App voor gebruikersaccounts.

Volvo Group ondersteunt alleen de Microsoft Authenticator App en geen
authenticator apps van derden, omdat Microsoft Authenticator het beste
werkt met Azure. Problemen kunnen gemakkelijker worden opgelost
omdat er maar één app van één leverancier is waarmee rekening moet
worden gehouden.

Het apparaat waarop je de Authenticator App probeert te installeren
moet aan deze vereisten voldoen:

Android >v8.0
i0S/iPadOS >vi14.0



MFA INSTELLEN
EXTERNE GEBRUIKERS

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Sluit alle browservensters en open een nieuwe privé/incognito browsersessie
(klik met de rechtermuisknop op het browserpictogram van Microsoft Edge
en selecteer "Nieuw privévenster")

3. Voer in het adresveld van de browser de URL in: https://aka.ms/mysignins



https://aka.ms/mysignins

4, Voer uw Volvo gebruikers-ID in plus de extensie "@ext.volvogroup.com" en
klik op "Volgende".

BS Microsoft

Sign in

M123456@ext.volvogroup.com Enter password

B® Microsoft

< M123456@ext.volvogroup.com

Can't access your account? "“"“'

9

Forgot my password

b. Voer het wachtwoord in met hetzelfde wachtwoord dat u gebruikt voor het
Trucks Portal, bijvoorbeeld

. Klik op "Aanmelden".

31 My Sign-Ins

R Overview

2 Security info [:%
B3 Organizations
LB Devices

& Privacy

Security info

These are the methods you use to sign into your account or reset your password.
-+ Add sign-in method

No items to display.

Lost device? Sign out everywhere




7. Klik op de volgende pagina op "+ Aanmeldingsmethode toevoegen".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Vouw in het pop-upvenster het vervolgkeuzemenu "Kies een methode" uit en
selecteer "Authenticator App" als je MFA-methode

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator
app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next".

| want to use a different authenticator app

9. Klik in het pop-upvenster op de link "Nu downloaden" en klik op "Volgende".



FOR APPLE DEVICES FOR ANDROID DEVICES

10.  Scan met de telefoon die je wilt gebruiken de bijbehorende QR-code die
overeenkomt met het besturingssysteem van je telefoon of ga naar de App-
Store/PlayStore van je telefoon om de app te downloaden.

11. Open op je telefoon de Microsoft Authenticator-app nadat deze is
geinstalleerd en sta meldingen toe wanneer de prompt verschijnt

12:45 AM 4 il = 12:45 AM

Accounts ( Accounts

What kind of account are you adding?

|
3 Personal account
Add your first account -

=- Work or school account

ﬂ Other (Google, Facebook, etc.)
Add work or school account

EE Scan a QR code

E Signin
Add account R

CANCEL

12.  Selecteer "Account toevoegen" en vervolgens "Werk- of schoolaccount" in
het menu

13.  Selecteer in het pop-upvenster "Scan QR code".



14.  Klik op uw computer op "Volgende".

De pop-up die nu op je computerscherm verschijnt, toont een QR-code

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

53 m« @

U Add account

Your account provider will display a QR code.

Can't scan image?

15.  Scan de QR-code met je telefoon



16.  De app toont je nieuwe werkaccount op het scherm

Microsoft Authenticator

e[ Scan the QR code

Ands

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

17.  Klik op uw computer op "Volgende".

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve

18.  Keur op je telefoon de testmelding goed die naar je telefoon is gestuurd



Microsoft Authenticator

v/

Natification approved

19.  Klik op uw computer op "Volgende".

Je kunt je nieuwe MFA-methode "Authenticator app" zien in de lijst op je
pagina "Beveiligingsinfo

Nu heb je MFA ingeschakeld door "Authenticator app"” op je gebruikersaccount

Je bent klaar!



Laten we je testen
Nieuwe MFB-methode

1. Log uit bij je account.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Open idealiter een nieuwe privé/incognito browsersessie (klik met de
rechtermuisknop op het browserpictogram van Microsoft Edge en
selecteer "Nieuw privévenster")

3. Voer in het adresveld van de browser de URL in: https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Voer uw UPN in bij de aanmeldprompt en klik op "Volgende".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Voer je wachtwoord in en klik op "Aanmelden".



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Selecteer op het volgende scherm "Een verzoek goedkeuren op mijn
Microsoft Authenticator-app" om een goedkeuringsverzoek te ontvangen op
het apparaat dat u zojuist hebt ingesteld.

B® Microsoft

M123456@ext.volvogroup.com
Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Op het volgende scherm ziet u een aantal



8. Controleer het apparaat op een melding en tik op de melding
= Authenticator CL I

ff VdplW Vol

Are you trying to signin?

Volvo Group
M123456@ext.volvogroup.com

Enter the number shown to sign in.

App
m My Signins
m

17

No, it's not me jES

9. Voer het nummer dat wordt weergegeven op je computerscherm in het
meldingsveld van deze uitdaging in en tik op "Ja".

a8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. Bevestig de volgende pop-up door op "Ja" te klikken

Je hebt je met succes aangemeld bij je account met je nieuw
geregistreerde MFA-methode.



Instructions sur I'AMF
pour les utilisateurs
externes

Application Authenticator

Le projet ResumID bat son plein pour offrir une solution de gestion des
identités et des accés (IAM) plus sire, plus efficace et plus rapide. Nous
avons atteint un point ou nous avons besoin de la participation active de
nos employés et affiliés pour mettre en ceuvre une fonctionnalité de
sécurité supplémentaire - MFA.

Un grand nombre d'utilisateurs du groupe Volvo utilisent déja cette
méthode, mais afin d'accroitre la sécurité des identités de nos
utilisateurs, I'enregistrement d'une méthode MFA sera nécessaire.

L'objectif de ce document est d'aider nos utilisateurs dans cette
transition en fournissant un guide étape par étape pour activer le MFA
via I'application Authenticator pour les comptes d'utilisateurs.

Volvo Group ne prend en charge que l'application Microsoft
Authenticator et aucune application d'authentification tierce, car
Microsoft Authenticator fonctionne mieux avec Azure. Cela facilite le
dépannage car il n'y a qu'une seule application d'un seul fournisseur a
prendre en compte.

L'appareil sur lequel vous essayez d'installer I'application Authenticator
doit répondre a ces exigences :

Android >v8.0
i0S/iPadOS >vi14.0



MISE EN PLACE DU MFA

UTILISATEURS EXTERNES

1. Veuillez vous connecter & votre systéme (ordinateur portable ou de bureau).

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Fermez toutes les fenétres du navigateur et ouvrez une nouvelle session de
navigation privée/incognito (cliquez avec le bouton droit de la souris sur
I'icéne du navigateur Microsoft Edge et sélectionnez "Nouvelle fenétre
privée").

3. Dans le champ d'adresse du navigateur, entrez I'URL :
https://aka.ms/mysignins



https://aka.ms/mysignins

4, Saisissez votre identifiant Volvo ainsi que I'extension "@ext.volvogroup.com"
et cliquez sur "Suivant".

&8¢ Microsoft BY Microsoft

Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

Can't access your account? """“' R

Forgot my password

b. Saisissez le mot de passe en utilisant le méme mot de passe que celui que
vous utilisez pour le portail Trucks, par exemple

6. Cliquez sur "S'identifier"

31 My Sign-Ins v/

R Overview SeCU rlty InfO

These are the methods you use to sign into your account or reset your password.

2 Security info %

—l— Add sign-in method
B3 Organizations

No items to display.
L1 Devices

. Lost device? Sign out everywhere
8 Privacy




7. Sur la page suivante, cliquez sur "+ Ajouter une méthode de connexion'

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Dans le pop-up, développez le menu déroulant "Choose a method" et
sélectionnez "Authenticator App" comme méthode MFA.

Microsoft Authenticator

Start by getting the app

7\
o On your phone, install the Microsoft Authenticator

app. Download now

After you install the Microsoft Authenticator app on

- -
your device, choose "Next".
| want to use a different authenticator app
9. Dans le pop-up, cliquez sur le lien "Télécharger maintenant" et cliquez sur

"Suivant"



FOR APPLE DEVICES FOR ANDROID DEVICES

10.  Prenez le téléphone que vous voulez utiliser pour scanner le code QR
correspondant au systeme d'exploitation de votre téléphone ou accédez a
I'App-Store/PlayStore de votre téléphone pour télécharger I'application.

11. Sur votre téléphone, ouvrez I'application Microsoft Authenticator apres I'avoir

installée et autorisez les notifications lorsque l'invite apparatt.

12:45 AM b il T 12:45 AM

Accounts ( Accounts

What kind of account are you adding?

B® Personal account

Add your first account

=- Work or school account

m Other (Google, Facebook, etc.)

Add work or school account

I EE Scan a QR code
Add account

Si
B ol

sswordless enabled users only

CANCEL

12.  Sélectionnez "Ajouter un compte", puis "Compte professionnel ou scolaire"
dans le menu.



13.  Dans la fenétre contextuelle, sélectionnez "Scanner le code QR"

14,  Survotre ordinateur, cliquez sur "Suivant"

La fenétre contextuelle qui s'ouvre maintenant sur I'écran de votre ordinateur
affiche un code QR.

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

3:53 i €

= Add account

Your account provider will display a QR code.

Can't scan image?

15.  Scannez le code QR a l'aide de votre téléphone



16.  L'application affichera votre nouveau compte de travail a I'écran.

Microsoft Authenticator

e[ Scan the QR code

Ands

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

17.  Survotre ordinateur, cliquez sur "Suivant"

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve

18.  Sur votre téléphone, approuvez la notification de test qui vous est envoyée.



Microsoft Authenticator

v/

Natification approved

19.  Survotre ordinateur, cliquez sur "Suivant"

Vous pouvez voir votre nouvelle méthode MFA "Authenticator app" dans la
liste de votre page "Security Info".

Vous avez maintenant activé le MFA par "Authenticator app” sur votre compte
utilisateur.

Vous avez terminé !



Testons votre
Nouvelle méthode d'AMF

1. Déconnectez-vous de votre compte.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

Idéalement, ouvrez une nouvelle session de navigation privée/incognito
(cliquez avec le bouton droit de la souris sur l'icéne du navigateur Microsoft
Edge et sélectionnez "Nouvelle fenétre privée").

Dans le champ d'adresse du navigateur, entrez I'URL :
https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Saisissez votre UPN dans I'invite de connexion et cliquez sur "Suivant".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Entrez votre mot de passe et cliquez sur "Sign in"



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Sur I'écran suivant, sélectionnez "Approuver une demande sur mon
application Microsoft Authenticator" pour recevoir une demande
d'approbation sur I'appareil que vous venez de configurer.

B® Microsoft

M123456@ext.volvogroup.com
Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Sur |'écran suivant, vous verrez apparaitre un nombre



8. Vérifiez la présence d'une notification sur I'appareil et appuyez sur la

notification.
= Authenticator CUN

Are you trying to signin?

Volvo Group
M123456@ext.volvogroup.com

Enter the number shown to sign in.

App
m My Signins
m

17

No, it's not me Yes

9. Saisissez le numéro qui s'affiche sur I'écran de votre ordinateur dans le
champ de notification de ce défi et tapez sur "Oui"

a5 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. Confirmez la fenétre pop-up suivante en cliquant sur "Oui"

Vous vous étes connecté avec succeés a votre compte en utilisant /a
méthode MFA que vous venez d'enregistrer.



MFA-Anweisungen fur
externe Benutzer

Authenticator-App

Das ResumlID-Projekt ist in vollem Gange, um eine sicherere,
effizientere und schnellere Lésung flr das Identitats- und
Zugangsmanagement (IAM) bereitzustellen. Wir haben einen Punkt
erreicht, an dem wir die aktive Beteiligung unserer Mitarbeiter und
Partner bendtigen, um eine zusatzliche Sicherheitsfunktion zu
implementieren - MFA.

Eine grofRe Anzahl von Nutzern der Volvo-Gruppe verwendet bereits
MFA, aber um die Sicherheit der Identitaten unserer Nutzer zu erhdhen,
wird eine Registrierung einer MFA-Methode erforderlich sein.

Dieses Dokument soll unseren Nutzern bei dieser Umstellung helfen,
indem es eine schrittweise Anleitung zur Aktivierung von MFA Uber die
Authenticator App flr Nutzerkonten enthalt.

Die Volvo Group unterstliitzt nur die Microsoft Authenticator App und
keine Authenticator Apps von Drittanbietern, da Microsoft Authenticator
am besten mit Azure funktioniert. Es ermdglicht eine einfachere
Fehlerbehebung, da es nur eine App von einem Anbieter zu
berlicksichtigen gibt.

Das Gerat, auf dem Sie versuchen, die Authenticator App zu installieren,
muss diese Anforderungen erftillen:

Android >v8.0
i0S/iPadOS >vi14.0



EINRICHTUNG VON MFA

EXTERNE BENUTZER

1. Bitte melden Sie sich bei Ihrem System an (Arbeitslaptop, Arbeitsdesktop)

New window
New InPrivate window
Profile 1 - Edge

Pin to taskbar

Close all windows

2. SchlieRen Sie alle Browserfenster und 6ffnen Sie eine neue private/inkognito
Browsersitzung (klicken Sie mit der rechten Maustaste auf das
Browsersymbol von Microsoft Edge und wahlen Sie "Neues InPrivat-
Fenster")

3. Geben Sie in das Adressfeld des Browsers die URL ein:
https://aka.ms/mysignins



https://aka.ms/mysignins

4, Geben Sie lIhre Volvo-Benutzer-ID und die Erweiterung
"@ext.volvogroup.com" ein und klicken Sie auf "Weiter".

&8¢ Microsoft BY Microsoft

Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

Can't access your account? """“' R

Forgot my password

b. Geben Sie das Kennwort mit demselben Kennwort ein, das Sie auch fur das
Trucks-Portal verwenden, z. B.

0. Klicken Sie auf "Anmelden".

31 My Sign-Ins

R Overview Secu r|ty infO

These are the methods you use to sign into your account or reset your password.

2 Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

. Lost device? Sign out everywhere
8 Privacy




7. Auf der nachsten Seite klicken Sie auf "+ Anmeldemethode hinzufligen".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Erweitern Sie im Pop-up das Dropdown-Men( "Choose a method" und
wahlen Sie "Authenticator App" als IThre MFA-Methode

Microsoft Authenticator

Start by getting the app

~\
o On your phone, install the Microsoft Authenticator

app. Download now

After you install the Microsoft Authenticator app on

=
your device, choose "Next".
| want to use a different authenticator app

9. Klicken Sie im Pop-up-Fenster auf den Link "Jetzt herunterladen" und dann

auf "Weiter".



FOR APPLE DEVICES FOR ANDROID DEVICES

10. Nehmen Sie das Telefon, das Sie verwenden mochten, und scannen Sie den
entsprechenden QR-Code, der dem Betriebssystem lhres Telefons entspricht,
oder rufen Sie den App-Store/PlayStore |hres Telefons auf, um die App
herunterzuladen.

11. Offnen Sie auf Ihrem Handy die Microsoft Authenticator-App, nachdem sie
installiert wurde, und erlauben Sie Benachrichtigungen, wenn die
Aufforderung erscheint

12:45 AM 4 all T 12:45 AM

Accounts < Accounts

What kind of account are you adding?

=- Personal account

Add your first account

=. Work or school account

ﬂ Other (Google, Facebook, etc.)

Add work or school account

I 8% scanaQRcode

Signin
B or passwo

Add account o '
CANCEL




12. Wabhlen Sie "Konto hinzufligen" und dann "Arbeits- oder Schulkonto" aus
dem Mend aus.

13.  Wahlen Sie im Pop-up-Fenster "QR-Code scannen".
14.  Klicken Sie auf Ihrem Computer auf "Weiter".

Das Pop-up-Fenster, das sich nun auf Ihrem Computerbildschirm &ffnet, zeigt einen
QR-Code

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

<« Add account

Your account provider will display a QR code.

Can't scan image?

15. Scannen Sie den QR-Code mit lhrem Telefon



16.  Die App wird Ihr neues Arbeitskonto auf dem Bildschirm auflisten

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator

app with your account.

Can't scan image?

17.  Klicken Sie auf Ihrem Computer auf "Weiter".

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve

18.  Bestatigen Sie auf Ihrem Handy die Testbenachrichtigung, die an IThr Handy
gesendet wird



Microsoft Authenticator

v/

Natification approved

19.  Klicken Sie auf Ihrem Computer auf "Weiter".

Sie kénnen |hre neue MFA-Methode "Authenticator app" in der Liste auf lhrer
Seite "Sicherheitsinformationen" sehen

Jetzt haben Sie MFA durch die "Authenticator app" fir Ihr Benutzerkonto
aktiviert

Sie sind fertig!



Testen wir lhr
Neue MFA-Methode

1. Melden Sie sich von IThrem Konto ab.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

Idealerweise 6ffnen Sie eine neue private/inkognito Browsersitzung (klicken
Sie mit der rechten Maustaste auf das Microsoft Edge Browsersymbol und
wahlen Sie "Neues InPrivat-Fenster")

Geben Sie in das Adressfeld des Browsers die URL ein:
https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Geben Sie Ihren UPN in die Eingabeaufforderung fir die Anmeldung ein und
klicken Sie auf "Weiter".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Geben Sie Ihr Passwort ein und klicken Sie auf "Anmelden".



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Wahlen Sie auf dem nachsten Bildschirm "Anfrage auf meiner Microsoft
Authenticator-App genehmigen", um eine Genehmigungsanfrage auf dem
Gerat zu erhalten, das Sie gerade eingerichtet haben

B® Microsoft

M123456@ext.volvogroup.com
Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Auf dem nachsten Bildschirm wird IThnen eine Nummer angezeigt



8. Uberpriifen Sie das Gerat auf eine Benachrichtigung und tippen Sie auf die

Benachrichtigung
= Authenticator CL I
m [Vl W Vel :
Are you trying to signin? /
Volvo Group
M123456@ext.volvogroup.com 5
Enter the number shown to sign in. e
App
m My Signins
m
17
No, it's not me jES
9. Geben Sie die Nummer, die auf dem Bildschirm lhres Computers angezeigt
wird, in das Benachrichtigungsfeld dieser Herausforderung ein und tippen Sie
auf "Ja".

a5 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. Bestatigen Sie das nachste Pop-up mit "Ja".



Sie haben sich mit lhrer neu registrierten MFA-Methode erfolgreich bei
lhrem Konto angemeldet.



Istruzioni MFA per gli
utenti esterni

App Authenticator

Il progetto ResumlID ¢ in pieno svolgimento per offrire una soluzione di
Identity and Access Management (IAM) piu sicura, efficiente e veloce.
Siamo arrivati a un punto in cui abbiamo bisogno della partecipazione
attiva dei nostri dipendenti e affiliati per implementare un'ulteriore
funzione di sicurezza: I'MFA.

Un buon numero di utenti di Volvo Group utilizza gia I'MFA, ma per
aumentare la sicurezza delle identita dei nostri utenti sara necessario
registrare un metodo MFA.

Lo scopo di questo documento & quello di aiutare i nostri utenti in
guesta transizione, fornendo una guida passo passo per abilitare I'MFA
tramite I'App Authenticator per gli account utente.

Volvo Group supporta solo I'applicazione Microsoft Authenticator e
nessuna applicazione di autenticazione di terze parti, perché Microsoft
Authenticator funziona meglio con Azure. La risoluzione dei problemi é
piu semplice, perché si deve considerare un'unica app di un unico
fornitore.

Il dispositivo su cui si sta cercando di installare I'App Authenticator deve
soddisfare questi requisiti:

Android >v8.0
i0S/iPadOS >vi14.0



IMPOSTAZIONE DI MFA

UTENTI ESTERNI

1. Accedere al proprio sistema (laptop o desktop di lavoro)
New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Chiudete tutte le finestre del browser e aprite una nuova sessione privata/in
incognito (fate clic con il pulsante destro del mouse sull'icona del browser
Microsoft Edge e selezionate "Nuova finestra privata").

3. Nel campo dell'indirizzo del browser inserire I'URL: https://aka.ms/mysignins



https://aka.ms/mysignins

4, Inserite il vostro ID utente Volvo e I'estensione "@ext.volvogroup.com" e
cliccate su "Avanti".

&8¢ Microsoft BY Microsoft

Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

Can't access your account? "“"“' R

Forgot my password

b. Inserire la password utilizzando la stessa password utilizzata per il portale
Trucks, ad esempio

6. Fare clic su "Accedi".

31 My Sign-Ins

R Overview Secu r|ty infO

These are the methods you use to sign into your account or reset your password.

2 Security info %

-+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

. Lost device? Sign out everywhere
8 Privacy




7. Nella pagina successiva, fare clic su "+ Aggiungi metodo di accesso".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Nel pop-up, espandere il menu a tendina "Scegli un metodo" e selezionare
"Authenticator App" come metodo MFA.

Microsoft Authenticator

Start by getting the app

~\
o On your phone, install the Microsoft Authenticator

app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next".

| want to use a different authenticator app

9. Nel pop-up, fare clic sul link "Scarica ora" e fare clic su "Avanti".



FOR APPLE DEVICES FOR ANDROID DEVICES

10.  Prendere il telefono che si desidera utilizzare per scansionare il codice QR
corrispondente al sistema operativo del telefono o accedere all'App-
Store/PlayStore del telefono per scaricare I'applicazione.

11. Sul telefono, aprire I'applicazione Microsoft Authenticator dopo averla

installata e consentire le notifiche, quando appare la richiesta

12:45 AM b il T 12:45 AM

Accounts ( Accounts

What kind of account are you adding?

B® Personal account

Add your first account

=- Work or school account

m Other (Google, Facebook, etc.)

Add work or school account

I EE Scan a QR code
Add account

Si
B ol

sswordless enabled users only

CANCEL

12.  Selezionare "Aggiungi account", quindi selezionare "Account di lavoro o
scolastico" dal menu.



13.  Nel pop-up, selezionare "Scansione codice QR".

14.  Sul computer, fare clic su "Avanti".

Il pop-up che si apre ora sullo schermo del computer, mostra un codice QR

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

3:53 me €

<« Add account

Your account provider will display a QR code.

Can't scan image?

15. Scansionate il codice QR con il vostro telefono



16.  L'applicazione elenchera il nuovo account di lavoro sullo schermo.

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator

app with your account.

Can't scan image?

17.  Sul computer, fare clic su "Avanti".

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve

18.  Sul telefono, approvare la notifica di test inviata al telefono.



Microsoft Authenticator

v/

Natification approved

19.  Sul computer, fare clic su "Avanti".

Il nuovo metodo MFA "Authenticator app" e presente nell'elenco della pagina
"“Informazioni sulla sicurezza",

Ora é stato abilitato I'MFA da "Authenticator app" al proprio account utente.

Avete finito!



Mettiamo alla prova |l
vOstro
Nuovo metodo MFA

1. Uscire dal proprio account.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

Idealmente, aprire una nuova sessione privata/incognito del browser (fare clic
con il pulsante destro del mouse sull'icona del browser Microsoft Edge e
selezionare "Nuova finestra privata").

Nel campo dell'indirizzo del browser, inserire I'URL: https://aka.ms/mysignins.



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Inserite il vostro UPN nella richiesta di accesso e fate clic su "Avanti".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Inserite la vostra password e cliccate su "Acced



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

. Nella schermata successiva, selezionare "Approva una richiesta sulla mia
app Microsoft Authenticator" per ricevere una richiesta di approvazione sul
dispositivo appena configurato.

B® Microsoft

M123456@ext.volvogroup.com
Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Nella schermata successiva vi verra presentato un numero



8. Verificare la presenza di una notifica sul dispositivo e toccare la notifica.

= Authenticator S P

ff VdplW Vol

Are you trying to signin?

Volvo Group
M123456@ext.volvogroup.com

Enter the number shown to sign in.

App
m My Signins
m

17

No, it's not me jES

9. Inserire il numero visualizzato sullo schermo del computer nel campo di
notifica di questa sfida e toccare "Si".

a8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. Confermare il pop-up successivo facendo clic su "Si".

L'accesso al proprio account é avvenuto con successo utilizzando il
metodo MFA appena registrato.
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New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows
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https://aka.ms/mysignins
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&8¢ Microsoft BY Microsoft

Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

Can't access your account? """“' R

Forgot my password
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& Devices

Lost device? Sign out everywhere
8 Privacy




7. RDON—=DT, "+ YA A HFEOBM 22 ) v 7T 5,

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone
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Microsoft Authenticator

Start by getting the app

7\
o On your phone, install the Microsoft Authenticator

app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next".

| want to use a different authenticator app
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FOR APPLE DEVICES FOR ANDROID DEVICES

10.  fEH L72WEERFERE T, #HEREOA L —T 4 V7 T AT MRS T HQR
a— R&EAX ¥ 350, #EEERDApp-Store/PlayStorell 7 7 AL TT
7OU %5\"7‘/11*‘ F‘ba—éo

11, HEHEZE T, Microsoft Authenticator 7 7 # 4 A h—/L#ZICBHX ., 71
VR RERENT DB ET AT D,

12:45 AM b il T 12:45 AM

Accounts £ Accounts
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3 BE personal account
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=- Work or school account

m Other (Google, Facebook, etc.)
Add work or school account

EE Scan a QR code

Signin
E For passwordless enabled users only
Add account

CANCEL

12, FZAHUYVREBIN 28Rl A=a—00 (BRBEELIIEROT I TV b
1 BBRLET,



13.

14,

15.

Ry 77w 7T IQRa— FERAF ¥ | ZBINT 5,
AL a—4T R~ 27U v 7 LET,

I T T & QR 22— FIRENIE T,

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

8:53 m @

e Add account

Your account provider will display a QR code.

Can't scan image?

HEETERT CQR T — B A AR S



16.

17.

18.

T7ZVEERTOFH LVMEERNT D M EEEICR R LET,

Microsoft Authenticator

EHE=43E Scan the QR code
o e W L

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

BEWOa L Ea—FT "RN"E22 ) v LET,

#

Microsoft Authenticator

v

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve

s C. HEMERICEKESND T A M#AME AR T 5,



Microsoft Authenticator

v/

Natification approved

19. BHEVWOarE2—FT, "R~N"Z27 U v 7 LET,

¥z YT lFHR) =D X M B L OMFA L [Authenticator app
) PHRRINET

SAT, 2—#F =7 > MZ [Authenticator app) # &> TMFAZEZIZT S
ZERTEELE,
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New window

:  New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. BHLWITIAR=F A rars=—sTT70u%ty a2 ONEERT
4 (Microsoft Edge 7 7 ¥ D7 A a7 U v 7 L, [HLWSTA X
—bhUA Y] BEIRLET) .

3. TV DT KL A« 74—/ RIZURL : https://aka.ms/mysignins % A 7773
o



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, YA AT 7 MZUPNE AL, "Next"2 27 U v 7 LET,

B® Microsoft
< M123456@ext.volvogroup.com
Enter password

Forgot my password

5. NAT—=FR&ZAJJL, "Signin"&27 U v 7 LE7T,



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. WO T, [Approve a request on my Microsoft Authenticator appl %
BIRL, RELTET A ATERBYI V72X M EZELET,

B® Microsoft

M123456@ext.volvogroup.com
Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. WROMBIE TIE, BFENRRRSNET,



8.

9.

10.

T INA RRFNIN TR VIER L, @ E X v 735,

= Authenticator oL B
m WRAM >

Are you trying to sign in?

Volvo Group
M123456@ext.volvogroup.com

Enter the number shown to sign in.

App
@ My Signins
m

17

v

No, it's not me Yes

I 2 — X OEEIZERINTWEETE ZOMEO@M 7 4 —/LV RIZA
HL., "tEW"E X TT 5,

B8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.
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Android >v8.0
i0S/iPadOS > v14.0



MFA A

Q5 ARE At

New window

New InPrivate window
Profile 1 - Edge
Pin to taskbar

Close all windows

REHE RN S 2 M H[SIH/AIRA EEtR M MES ELICHMicrosoft
Edge 222X OI0O| 22 OtRA LEZ HEL R SESIL "M HIS| B2
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https://aka.ms/mysignins

4., =5 AMEX DL &AL "@ext.volvogroup.com"S Y &St "CIZ"S
=
=

2/stL| O},

I d

&8¢ Microsoft BY Microsoft

Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

Can't access your account? """“' R

Forgot my password

31 My Sign-Ins v/

Q Overview Security info

These are the methods you use to sign into your account or reset your password.

2 Security info %

-+ Add sign-in method
B3 Organizations

No items to display.
21 Devices

. Lost device? Sign out everywhere
8 Privacy




7. LI HOIXMAM "+ 200 ¥ FI1"E S ESLCHL

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator
app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next".

| want to use a different authenticator app

9. HHYHAM "Xz H22E"YIE S "t s FEYLCL



FOR APPLE DEVICES FOR ANDROID DEVICES

10. AtEdIt= JUECE JOES 2F M Ao =3
ATNSEAHLE SLHES| BAEO/EHO|AEN 0 ML ¥
CIRZ 8N Q.

1. RHUHEMAM Microsoft 215 ¥ &X|et = HIAIX[7} LIEJLIEH S E S

SRS

12:45 AM

Accounts { Accounts

What kind of account are you adding?

: BE personal account
Add your first account -

=. Work or school account

m Other (Google, Facebook, etc.)
Add work or school account

EE Scan a QR code
Add account

E Signin
For passwordless enabled users only

CANCEL

12. A8 F71E dEo OhS Wi oA =l AF E= ot AE'S HE gL Ct



13.

14,

oA "Qr A E ATHS MEdTHL|CY,
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Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

<« Add account

Your account provider will display a QR code.

Can't scan image?




15.

16.

17.

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

BREOIA THE S SYULICL

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve



18. HOIECZ MEE HAE YRS 59

Microsoft Authenticator

v/

Natification approved

Back
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3.
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Edge E2}2X OI0|2 5 O 4
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Halexol Fa
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New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

| & & & L|CHMicrosoft

2ot "M H|S 7Y

Off URLS Y ESHM 2 https://aka.ms/mysignins



https://aka.ms/mysignins

219 ZFSZE0| AHEXL OFO|C|E ™ot "Erg"
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BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

B® Microsoft
< M123456@ext.volvogroup.com
Enter password

Forgot my password




B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Ct= =2tEHOA " Microsoft AS Xt UM 28 SQ"S MEISHO] Y5
2ot CHO| 20| S0 R F S »E LT

B® Microsoft

M123456@ext.volvogroup.com
Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.
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8. 7170 &ES =Hel5tn LES YMELIC

= Authenticator oL B

:f [Pan W Vol

Are you trying to signin?

Volvo Group
M123456@ext.volvogroup.com

Enter the number shown to sign in.

App
m My Signins
m
17
No, it's not me Yes
9. O] HEX|el L& HEO HFE AT H#A|E H2E Y5 "O"S
e LI

B8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.
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Instrukcje MFA dla
uzytkownikow
zewnetrznych

Aplikacja Authenticator

Projekt ResumID jest w petnym rozkwicie, aby zapewnic¢
bezpieczniejsze, wydajniejsze i szybsze rozwigzanie do zarzgdzania
tozsamoscig i dostepem (IAM). Doszliémy do punktu, w ktérym
potrzebujemy aktywnego udziatu naszych pracownikéw i podmiotow
stowarzyszonych w celu wdrozenia dodatkowej funkcji bezpieczenstwa
- MFA.

Duza liczba uzytkownikéw Volvo Group korzysta juz z MFA, ale w celu
zwiekszenia bezpieczenstwa tozsamosci naszych uzytkownikéw
konieczna bedzie rejestracja metody MFA.

Celem tego dokumentu jest pomoc naszym uzytkownikom w tym
przejsciu poprzez dostarczenie przewodnika krok po kroku, aby wtgczy¢
MFA za posrednictwem aplikacji Authenticator dla kont uzytkownikow.

Volvo Group obstuguje tylko aplikacje Microsoft Authenticator i Zadnych
aplikacji uwierzytelniajgcych innych firm, poniewaz Microsoft
Authenticator dziata najlepiej z platformg Azure. Pozwala to na
tatwiejsze rozwigzywanie problemdw, poniewaz istnieje tylko jedna
aplikacja od jednego dostawcy.

Urzgdzenie, na ktdrym probujesz zainstalowac aplikacje Authenticator,
musi spetniac te wymagania:

Android >v8.0
i0OS/iPadOS >v14.0



KONFIGURACJA MFA

UZYTKOWNICY
ZEWNETRZNI

1. Zaloguj sie do swojego systemu (stuzbowy laptop, stuzbowy komputer
stacjonarny)

New window
New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Zamknij wszystkie okna przeglagdarki i otwdérz nowg prywatng sesje
przegladarki (kliknij prawym przyciskiem myszy ikone przegladarki Microsoft
Edge i wybierz "Nowe okno prywatne").

3. W polu adresu przeglgdarki wpisz adres URL: https://aka.ms/mysignins



https://aka.ms/mysignins

4, Wprowadz swoj identyfikator uzytkownika Volvo oraz rozszerzenie
"@ext.volvogroup.com" i kliknij "Dalej".

BS Microsoft

Sign in

M123456@ext.volvogroup.com Enter password

B® Microsoft

< M123456@ext.volvogroup.com

Can't access your account? "“"“'

9

Forgot my password

b. Wprowadz hasto, uzywajgc tego samego hasta, ktérego uzywasz do portalu
Trucks Portal, na przyktad

6. Kliknij "Zaloguj sie"

31 My Sign-Ins

R Overview

2 Security info %
B3 Organizations
Kl Devices

& Privacy

Security info

These are the methods you use to sign into your account or reset your password.
-+ Add sign-in method

No items to display.

Lost device? Sign out everywhere




7. Na nastepnej stronie kliknij "+ Dodaj metode logowania".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. W wyskakujgcym okienku rozwin menu rozwijane "Wybierz metode" i
wybierz "Authenticator App" jako metode MFA.

Microsoft Authenticator

Start by getting the app

~\
o On your phone, install the Microsoft Authenticator

app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next".

| want to use a different authenticator app

9. W wyskakujgcym okienku kliknij link "Pobierz teraz" i kliknij "Dalej".



FOR APPLE DEVICES FOR ANDROID DEVICES

10.

11.

12.

Wez telefon, ktérego chcesz uzy¢, aby zeskanowaé odpowiedni kod QR
pasujgcy do systemu operacyjnego telefonu lub uzyska¢ dostep do App-
Store/PlayStore telefonu, aby pobraé aplikacje.

Na telefonie otwoérz aplikacje Microsoft Authenticator po jej zainstalowaniu i
zezwol na powiadomienia, gdy pojawi sie monit

12:45 AM : al T 12:45 AM

Accounts < Accounts

What kind of account are you adding?

=- Personal account

Add your first account

=. Work or school account

m Other (Google, Facebook, etc.)

Add work or school account

I EE Scan a QR code

—
B ol e

wordless enabled users only

CANCEL

Wybierz opcje "Dodaj konto", a nastepnie wybierz z menu opcje "Konto
stuzbowe".



13. W wyskakujgcym okienku wybierz opcje "Skanuj kod QR".
14.  Na komputerze kliknij przycisk "Dalej"

Wyskakujgce okienko, ktdre otwiera sie teraz na ekranie komputera, pokazuje kod
QR

Microsoft Authenticator

E=ddE Scan the QR code

e

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

8:53 m« @

<« Add account

Your account provider will display a QR code.

Can't scan image?

15.  Zeskanuj kod QR za pomocg telefonu

16.  Aplikacja wyswietli na ekranie liste nowych kont stuzbowych.



Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

17.  Na komputerze kliknij przycisk "Dalej"

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve

18. Zatwierdz w telefonie powiadomienie testowe wystane na Twdj telefon



Microsoft Authenticator

v/

Natification approved

19.  Na komputerze kliknij przycisk "Dalej"

Mozesz zobaczy¢ swojg nowg metode MFA "Authenticator app" na liscie na
stronie "Security Info".

Teraz witgczytes MFA przez "Authenticator app" na swoim koncie uzytkownika.

Skoriczyfes!



Przetestuimy
Nowa metoda MFA

1. Wyloguj sie z konta.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Najlepiej otworzy¢ nowg prywatng sesje przegladarki (kliknij prawym
przyciskiem myszy ikone przegladarki Microsoft Edge i wybierz "Nowe
okno prywatne").

3. W polu adresu przeglgdarki wpisz adres URL: https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Wprowadz swéj UPN w oknie logowania i kliknij "Dalej".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Wprowadz swoje hasto i kliknij "Zaloguj sie".



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Na nastepnym ekranie wybierz "Zatwierdz zagdanie w mojej aplikacji
Microsoft Authenticator", aby otrzymac zgdanie zatwierdzenia na wtasnie
skonfigurowanym urzadzeniu

B® Microsoft

M123456@ext.volvogroup.com
Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Na nastepnym ekranie zostanie wyswietlony numer



8. Sprawdz urzgdzenie pod kagtem powiadomienia i dotknij powiadomienia

= Authenticator S P

ff VdplW Vol

Are you trying to signin?

Volvo Group
M123456@ext.volvogroup.com

Enter the number shown to sign in.

App
m My Signins
m

17

No, it's not me jES

9. Wprowadz numer wyswietlany na ekranie komputera w polu powiadomien
tego wyzwania i dotknij "Tak".

a8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. Potwierdz nastepne wyskakujgce okienko, klikajgc "Tak".

Pomysinie zalogowano sie na konto przy uzyciu nowo zarejestrowaney
metody MFA.



Instrucoes de MFA para
usuarios externos

Aplicativo Authenticator

O projeto ResumID esta em pleno andamento para oferecer uma
solucdo de gerenciamento de identidade e acesso (IAM) mais segura,
eficiente e rapida. Chegamos a um ponto em que precisamos da
participacao ativa de nossos funcionarios e afiliados para implementar
um recurso de seguranca adicional - MFA.

Um bom numero de usuarios do Volvo Group ja usa a MFA, mas para
aumentar a seguranca das identidades de nossos usuarios, sera
necessario o registro de um método MFA.

O objetivo deste documento é ajudar nossos usudrios com essa
transi¢cdo, fornecendo um guia passo a passo para ativar a MFA por
meio do aplicativo Authenticator para contas de usuario.

O Grupo Volvo suporta apenas o aplicativo Microsoft Authenticator e
nenhum aplicativo autenticador de terceiros, porque o Microsoft
Authenticator funciona melhor com o Azure. Ele permite uma solugdo de
problemas mais facil porque hd apenas um aplicativo de um fornecedor
a ser considerado.

O dispositivo no qual vocé esta tentando instalar o aplicativo
Authenticator deve atender a esses requisitos:

Android >v8.0
i0S/iPadOS >vi14.0



CONFIGURACAO DO MFA

USUARIOS EXTERNOS

1. Faca login no seu sistema (laptop ou desktop de trabalho)

5 New window

@ New InPrivate window
&® Profile 1- Edge
-2 Pin to taskbar

X Close all windows

Vo
Y]

2. Feche todas as janelas do navegador e abra uma nova sessao
privada/incdgnita do navegador (cligue com o bot&o direito do mouse no
icone do navegador Microsoft Edge e selecione "New InPrivate Window")

3. No campo de enderego do navegador, digite o URL:
https://aka.ms/mysignins



https://aka.ms/mysignins

4, Digite sua ID de usudrio da Volvo mais a extensdo "@ext.volvogroup.com" e
clique em "Next" (Avancar)

&8¢ Microsoft BY Microsoft

Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

Can't access your account? "“"“' R

Forgot my password

b. Digite a senha usando a mesma senha que vocé usa para o Trucks Portal, por
exemplo

6. Clique em "Sign in" (Entrar)

31 My Sign-Ins v/

R Overview SeCU rlty infO

These are the methods you use to sign into your account or reset your password.

2 Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

. Lost device? Sign out everywhere
8 Privacy




7. Na pagina seguinte, clique em "+ Add sign-in method" (+ Adicionar método
de login)

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Na janela pop-up, expanda o menu suspenso "Choose a method" (Escolher
um método) e selecione "Authenticator App" (Aplicativo autenticador)
como seu método MFA

Microsoft Authenticator

Start by getting the app

7\
o On your phone, install the Microsoft Authenticator

app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next".

| want to use a different authenticator app

9. Na janela pop-up, clique no link "Download now" e clique em "Next"



FOR APPLE DEVICES FOR ANDROID DEVICES

10.  Pegue o telefone que deseja usar para escanear o cédigo QR correspondente
ao sistema operacional do seu telefone ou acesse a App-Store/PlayStore do
seu telefone para fazer o download do aplicativo

11. Em seu telefone, abra o aplicativo Microsoft Authenticator depois que ele for

instalado e permita notificagdes, quando o prompt for exibido

12:45 AM 4 il = 12:45 AM

Accounts ( Accounts

What kind of account are you adding?

B® Personal account

Add your first account

=- Work or school account

ﬂ Other (Google, Facebook, etc.)

Add work or school account

I gg Scan a QR code
E Signin
For passwordless enabled users only
Add account

CANCEL

12.  Selecione "Add account" (Adicionar conta) e, em seguida, selecione "Work
or school account" (Conta do trabalho ou da escola) no menu



13.  Najanela pop-up, selecione "Scan QR code"
14, Em seu computador, clique em "Next" (Avancar)

O pop-up que se abre agora na tela do seu computador mostra um cédigo QR

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

3:53 me €

<« Add account

Your account provider will display a QR code.

Can't scan image?

15.  Leia o cédigo QR usando seu telefone



16. O aplicativo listara sua nova conta de trabalho na tela

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator

app with your account.

Can't scan image?

17. Em seu computador, clique em "Next" (Avancar)

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve

18. Em seu telefone, aprove a notificagdo de teste que é enviada para seu
telefone



Microsoft Authenticator

v/

Natification approved

19. Em seu computador, clique em "Next" (Avancar)

Vocé pode ver seu novo método MFA "Authenticator app" na lista da pdgina
"Security Info",

Agora vocé ativou o MFA pelo "Authenticator app" em sua conta de usudrio

Vocé estd pronto!



3.

Vamos testar seu
Novo método MFA

1. Facga logout da sua conta.

New window

New InPrivate window
Profile 1 - Edge

Pin to taskbar

Close all windows

-~
Y

O ideal é abrir uma nova sesséo privada/incognita do navegador (clique
com o botdo direito do mouse no icone do navegador Microsoft Edge e
selecione "New InPrivate Window")

No campo de enderego do navegador, digite o URL:
https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Digite seu UPN no prompt de login e clique em "Next" (Avangar)

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Digite sua senha e clique em "Sign in" (Entrar)



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

Na préxima tela, selecione "Approve a request on my Microsoft
Authenticator app" (Aprovar uma solicitagdo no meu aplicativo Microsoft
Authenticator) para receber uma solicitacdo de aprovacdo no dispositivo que
vocé acabou de configurar

B® Microsoft

M123456@ext.volvogroup.com
Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.




7. Na proxima tela, vocé vera um nimero

8. Verifique se ha uma notificagdo no dispositivo e toque nela

= Authenticator Q +

Are you trying to signin?

£

Volvo Group
M123456@ext.volvogroup.com

Enter the number shown to sign in.

m My Signins

App
m
17
No, it's not me Yes
9. Digite o numero que ¢é exibido na tela do computador no campo de

notificagcdo desse desafio e toque em "Yes" (Sim)

B8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10.  Confirme a préxima janela pop-up clicando em "Yes" (Sim)



Vocé fez login com sucesso na sua conta usando o método MFA recém-
registrado.



Instrucciones MFA para
usuarios Externos

Aplicacion Authenticator

El proyecto ResumID esta en pleno desarrollo para ofrecer una solucién
de Gestién de Identidad y Acceso (IAM) maés segura, eficiente y rapida.
Hemos llegado a un punto en el que necesitamos la participacion activa
de nuestros empleados vy afiliados para implantar una funcién de
seguridad adicional: MFA.

Un buen nimero de usuarios del Grupo Volvo ya utilizan MFA, pero para
aumentar la seguridad de las identidades de nuestros usuarios, sera
necesario registrar un método MFA.

El propdsito de este documento es ayudar a nuestros usuarios con esta
transicién, proporcionando una guia paso a paso para habilitar MFA a
través de la aplicacion Authenticator para las cuentas de usuario.

Volvo Group solo admite la aplicacion Microsoft Authenticator y no
aplicaciones de autenticacion de terceros, porque Microsoft
Authenticator funciona mejor con Azure. Permite una resolucion de
problemas mas sencilla porque solo hay que tener en cuenta una
aplicacion de un proveedor.

El dispositivo en el que intente instalar la aplicacion Authenticator debe
cumplir estos requisitos:

Android >v8.0
i0S/iPadOS >vi14.0



CONFIGURACION DE MFA

USUARIOS EXTERNOS

1. Por favor, inicie sesion en su sistema (ordenador portatil del trabajo,
ordenador de sobremesa del trabajo)

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Cierre todas las ventanas del navegador y abra una nueva sesién privada/de
incégnito (haga clic con el botdn derecho del ratén en el icono del navegador
Microsoft Edge y seleccione "Nueva ventana de incégnito").

3. En el campo de direccion del navegador, introduzca la URL:
https://aka.ms/mysignins



https://aka.ms/mysignins

4, Introduce tu ID de usuario de Volvo mas la extension
"@ext.volvogroup.com" y haz clic en "Siguiente".

&8¢ Microsoft BY Microsoft

Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

Can't access your account? "“"“' R

Forgot my password

b. Introduzca la contrasefia utilizando la misma contrasefia que utiliza para el
Portal de Trucks, por ejemplo

6. Haga clic en "Iniciar sesién".

31 My Sign-Ins v/

R Overview SeCU rlty infO

These are the methods you use to sign into your account or reset your password.

2 Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

. Lost device? Sign out everywhere
8 Privacy




7. En la pagina siguiente, haga clic en "+ Afadir método de inicio de sesién".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. En la ventana emergente, despliegue el menu desplegable "Elegir un
método" y seleccione "Authenticator App" como método MFA.

Microsoft Authenticator

Start by getting the app

~\
o On your phone, install the Microsoft Authenticator

app. Download now

After you install the Microsoft Authenticator app on

- -
your device, choose "Next".
| want to use a different authenticator app
9. En la ventana emergente, haga clic en el enlace "Descargar ahora" y pulse

"Siguiente".



FOR APPLE DEVICES FOR ANDROID DEVICES

10.  Coge el teléfono que quieras utilizar para escanear el cédigo QR
correspondiente que coincida con el sistema operativo de tu teléfono o
accede a la App-Store/PlayStore de tu teléfono para descargar la aplicacion.

11. En su teléfono, abra la aplicacién Microsoft Authenticator después de

instalarla y permita las notificaciones, cuando aparezca el mensaje

12:45 AM 4 il = 12:45 AM

Accounts ( Accounts

What kind of account are you adding?

B® Personal account

Add your first account

=- Work or school account

ﬂ Other (Google, Facebook, etc.)

Add work or school account

I gg Scan a QR code
E Signin
For passwordless enabled users only
Add account

CANCEL

12.  Seleccione "Afadir cuenta" y, a continuacién, "Cuenta laboral o escolar" en
el mend.



13.  Enla ventana emergente, selecciona "Escanear cédigo QR".

14.  En suordenador, haga clic en "Siguiente".

La ventana emergente que se abre ahora en la pantalla de tu ordenador,
muestra un cddigo QR

Microsoft Authenticator

E=ddE Scan the QR code

i

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

<« Add account

Your account provider will display a QR code.

Can't scan image?

15.  Escanee el cédigo QR con su teléfono

16.  La aplicacion mostrara tu nueva cuenta de trabajo en la pantalla



Microsoft Authenticator

EZ43E Scan the QR code
oF
|.; i-ﬁ‘l--

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

17.  En su ordenador, haga clic en "Siguiente".

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve

18.  En su teléfono, apruebe la notificacién de prueba que se envia a su teléfono



Microsoft Authenticator

v/

Natification approved

19.  En su ordenador, haga clic en "Siguiente".

Puede ver su nuevo método MFA "Authenticator app" en la lista de su pdgina
“Informacidn de seguridad".

Ahora ha habilitado MFA por "Authenticator app" a su cuenta de usuario

/Ya esta/



Pongamos a prueba tu
Nuevo metodo MFA

1. Salga de su cuenta.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Lo ideal es abrir una nueva sesion de navegador privada/de incégnito
(haga clic con el botén derecho en el icono del navegador Microsoft Edge
y seleccione "Nueva ventana de incégnito").

3. En el campo de direccion del navegador introduzca la URL :
https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Introduzca su UPN en la ventana de inicio de sesién y haga clic en
"Siguiente".

BY Microsoft
< M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Introduzca su contrasefia y haga clic en "Iniciar sesién".



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. En la siguiente pantalla, seleccione "Aprobar una solicitud en mi aplicacién
Microsoft Authenticator" para recibir una solicitud de aprobacién en el
dispositivo que acaba de configurar.

B® Microsoft

M123456@ext.volvogroup.com
Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. En la siguiente pantalla se le presentara un nimero



8. Comprueba si hay una notificacion en el dispositivo y toca la notificacién

= Authenticator S P

ff VdplW Vol

Are you trying to signin?

Volvo Group
M123456@ext.volvogroup.com

Enter the number shown to sign in.

App
m My Signins
m

17

No, it's not me jES

9. Introduzca el nimero que aparece en la pantalla de su ordenador en el campo
de notificacion de este reto y pulse "Si".

a8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

m
1.

10. Confirme la siguiente ventana emergente pulsando "S

Ha iniciado sesion correctamente en su cuenta utilizando el método MFA
que acaba de registrar.



MFA instruktioner for
externa anvandare av

Authenticator APP

ResumlID-projektet ar i full gdng med att leverera en sakrare, effektivare
och snabbare IAM-I8sning (Identity and Access Management). Vi har
natt en punkt dar vi behéver aktivt deltagande fran vara anstéllda och
dotterbolag for att implementera en ytterligare sakerhetsfunktion - MFA.

Ett stort antal av Volvokoncernens anvandare anvander redan MFA, men
for att 0ka sakerheten fér vara anvandares identiteter kommer en
registrering av en MFA-metod att vara nédvandig.

Syftet med detta dokument &r att hjadlpa vara anvandare med denna
dvergang genom att tillhandahalla en steg-fér-steg-guide for att aktivera
MFA via Authenticator-appen for anvandarkonton.

Volvokoncernen stéder endast Microsoft Authenticator App och inga
autentiseringsappar fran tredje part, eftersom Microsoft Authenticator
fungerar bédst med Azure. Det underlattar felsékning eftersom det bara
finns en app fran en leverantér att ta hdnsyn till,

Enheten som du férséker installera Authenticator-appen pa maste
uppftylla dessa krav:

Android >v8.0
i0S/iPadOS >vi14.0



INSTALLNING AV MFA

EXTERNA ANVANDARE

1. Logga in pa ditt system (bérbar dator, stationér dator)

5 New window

@ New InPrivate window
&® Profile 1- Edge
-2 Pin to taskbar

X Close all windows

® [

2. Stang alla webblédsarfonster och 6ppna en ny privat/incognito
webblédsarsession (hégerklicka pd Microsoft Edge webbldsarikon och vl
"Nytt InPrivate-fénster")

3. | webbldsarens adressfélt anger du URL: https://aka.ms/mysignins



https://aka.ms/mysignins

4, Ange ditt Volvo User ID plus tillagget "@ext.volvogroup.com" och klicka pa

"Next"
BS Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd
Can't access your account? "“"“| o

Forgot my password

b. Ange |6senordet genom att anvdnda samma |6senord som du anvander for
Lastbilsportalen, t.ex.

. Klicka pa "Logga in"

31 My Sign-Ins v/

R Overview SeCU rlty infO

These are the methods you use to sign into your account or reset your password.

2 Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

. Lost device? Sign out everywhere
8 Privacy




7. Pa nasta sida klickar du pa "+ Lagg till inloggningsmetod"

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Expandera rullgardinsmenyn "Valj en metod" och valj "Authenticator App"
som din MFA-metod i popup-fénstret

Microsoft Authenticator

Start by getting the app

~\
o On your phone, install the Microsoft Authenticator

app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next".

| want to use a different authenticator app

9. Klicka pa lanken "Ladda ner nu" i popup-fénstret och klicka pa "Né&sta"



FOR APPLE DEVICES FOR ANDROID DEVICES

10. Tatelefonen som du vill anvanda for att skanna motsvarande QR-kod som
matchar telefonens operativsystem eller ga till telefonens App-Store /
PlayStore for att ladda ner appen

11. Oppna Microsoft Authenticator-appen pa din telefon efter att den har
installerats och tillat aviseringar nar meddelandet visas

12:45 AM 4 il = 12:45 AM

Accounts ( Accounts

What kind of account are you adding?

B® Personal account

Add your first account

=- Work or school account

ﬂ Other (Google, Facebook, etc.)

Add work or school account

I gg Scan a QR code
E Signin
For passwordless enabled users only
Add account

CANCEL

12.  Valj "Lagg till konto" och valj sedan "Arbets- eller skolkonto" i menyn

13. | popup-fonstret véljer du "Skanna QR-kod"



14. Klicka pa "Nasta" pa datorn

Det popup-fénster som nu 6ppnas pa din datorskdrm visar en QR-kod

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

8:53 m« @

e Add account

Your account provider will display a QR code.

Can't scan image?

15. Skanna QR-koden med din telefon

16.  Appen kommer att visa ditt nya arbetskonto pa skdarmen



Microsoft Authenticator

EZ43E Scan the QR code
oF
|.; i-ﬁ‘l--

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

17.  Klicka pa "Nasta" pa din dator

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve

18. Godkann testmeddelandet som skickas till din telefon pa din telefon



Microsoft Authenticator

v/

Natification approved

19. Klicka pa "Nasta" pa din dator

Du kan se din nya MFA-metod "Authenticator app" i listan pa sidan
"Sékerhetsinfo"

Nu har du aktiverat MFA med "Authenticator app"” till ditt anvdndarkonto

Du ar klar!



Lat oss testa din
nya MFA-metod

1. Logga ut fran ditt konto.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Oppna helst en ny privat/incognito webblasarsession (hdgerklicka pa
Microsoft Edge webblasarikon och vélj "New InPrivate Window")

3. | adressfaltet i webbldsaren anger du URL: https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Ange ditt UPN i inloggningsrutan och klicka pa "Nasta"

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Ange ditt I6senord och klicka pa "Logga in"



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Pa nasta skarm valjer du "Godkann en begédran pa min Microsoft
Authenticator-app" for att fa en begaran om godkdannande pa den enhet du
just har konfigurerat

B® Microsoft

M123456@ext.volvogroup.com
Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Pa nasta skarm kommer du att presenteras med ett antal



8. Kontrollera om det finns ett meddelande pa enheten och tryck latt pa
meddelandet

= Authenticator S P

ff VdplW Vol

Are you trying to signin?

Volvo Group
M123456@ext.volvogroup.com

Enter the number shown to sign in.

App
m My Signins
m

17

No, it's not me jES

9. Ange det nummer som visas pa din datorskdrm i meddelandefaltet for denna
utmaning och tryck pa "Ja"

a8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10.  Bekrafta nasta popup-meddelande genom att klicka pa "Ja"

Du har framgangsrikt loggat in pa ditt konto med din nyregistrerade MFA-
metod.
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SETTING UP MFA

EXTERNAL USERS

1. ATaNITNgsruuvasnas (LaUTiaUd msurvinu, warfioUdmsurvinanu)

5 New window

@ New InPrivate window
&® Profile 1- Edge
-2 Pin to taskbar

X Close all windows

@ -

2. YUantihshawsiiwesimuaua: Wawadulusiiwosaiud/ lussusdmnun
(AanwNii lomaulusFiwas Microsoft Edge uddan “ New InPrivate Window ”)

3. dea\iﬁas,uisua\iLu'in"letias”[ﬁ”‘i’ﬂau URL: https://aka.ms/mysignins



https://aka.ms/mysignins

4.  tou ID ¢flahealivesnaunsouunuana “ @ext.volvogroup.com ” udnan “ da 'l

N

BS Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

9

Can't access your account? "“"“'

Forgot my password

'
o ol

5. Yousvaru ey [dsanudsnsusuiiaa (g8 msu Trucks Portal i

q

6. man “ avdowiz T ”

it My Sign-Ins

R Overview SeCU rlty InfO

These are the methods you use to sign into your account or reset your password.

2 Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

Lost device? Sign out everywhere
8 Privacy




7. Tunthdalu adnd “ + ANABNsasdoid T ”

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone

Office phone

8. Tutlousy wsnumuasoUa il “ 182038015 ” uazden “ wad Authenticator ” 1Hu33

MFA w23l

Microsoft Authenticator

Start by getting the app

~\
v On your phone, install the Microsoft Authenticator

app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next".

| want to use a different authenticator app

'
i

9. TudloUsy maniiaed

“ =

aillvaaviui ” uazpdn “ dall



FOR APPLE DEVICES FOR ANDROID DEVICES

10.  PlayStore @aslusdwii wion il lnanuau
11. vulnsdnvivesans TWidauay Microsoft Authenticator ndsann@nsiaudn

wazeuamMsuIudou onsouisingdu

12:45 AM 4 will T 12:45 AM

Accounts { Accounts

What kind of account are you adding?

=- Personal account

Add your first account

=. Work or school account

m Other (Google, Facebook, etc.)
Add work or school account

8% scana QR code
Add account

B e

CANCEL

12, 1don “WMAndd ” annduidon “ daydivinaundolsaidou ” annuy
13.  Tutleusu Tiden “ aunudronslédn ”

14,  vumPNRImoTURIAM AAN “ dalu 7



15.

16.

PoUsiinTuyuninomounUnosVoNAMUIUANNTIE QR

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

3:53 m @

e Add account

Your account provider will display a QR code.

Can't scan image?

aunusa QR 1es o lnsdnwviwasan

wowazuasnsUdnunivosnauuniinee



Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

17. vurenWImaTuoIAnL AANT “ dalu ”

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve

18.  vulnsdwviwasaa ayddnsuiudounisneaeudias lUugs lnsdwviwasnn



Microsoft Authenticator

v/

Natification approved

19.  vureNWIMaTUDIAAL AANT “ da U ”

AUAIT08T511T MFA [nsiwasmas “uow Authenticator” Tusiwmsuumiiy
“doyamruvaonse”

v

mouil aau laita leo1u O1 A lny Siat/ Authenticator” TuveyaaTovovnaiuds

1@FuaI "



HINAFDUVIIAUALLOD
35 Tnisiwos MFA

1. 2annnsuudyduasnns

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. \Wawaduiunfiwesaus/ liszushauTni (ednwnit lomaulusiiiwes Microsoft
Edge uddon “ New InPrivate Window ")

3. dea\iﬁas,uisua\iLu'in"lezia'i”[ﬁ’i’ﬂau URL : https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4,  tlou UPN wasanuluwsousiasdodn ldudndn “ da'ly ”

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5.  {eusWanuvasnniuazpani " asdoiinla "



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Tuntihaeda U 130n “ ousitidnwa Tuuad Microsoft Authenticator woasdis ”

WosuAwoausifivugUnsniinauRassAn

B® Microsoft

M123456@ext.volvogroup.com
Approve sign in request

g Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Tunihaedn U Aasaafiudian



asagevgUnsaliiogmsuiudouudunznsudasion
= Authenticator CUN

ff VdplW Fal

Are you trying to signin?

v

Volvo Group
M123456@ext.volvogroup.com

Enter the number shown to sign in.

App
@ My Signins
m

17

No, it's not me jEes

YoununulavinassuuniinaomouRImnos udodudddouwasmnuived uduasi
1‘1‘ 1

B® Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

fudutlousude luleomanit « Tas

AmLavdoie [oiiey Toovamanusa lagy Io55n715 O A iasnaduu Inunvosaa



Harici Kullanicilar icin
MFA Talimatlari

Authenticator Uygulamasi

ResumlD projesi, daha guvenli, verimli ve hizli bir Kimlik ve Erisim
Yonetimi (IAM) ¢dziimi sunmak icin tiim hiziyla devam ediyor. Ek bir
glUvenlik 6zelligi olan MFA'y1 uygulamak icin calisanlarimizin ve
istiraklerimizin aktif katilimina ihtiya¢c duydugumuz bir noktaya ulastik.

Volvo Group kullanicilarinin biyUk bir kismi zaten MFA kullanmaktadir,
ancak kullanicilarimizin kimliklerinin glivenligini artirmak icin bir MFA
yonteminin kaydedilmesi gerekecektir.

Bu belgenin amaci, kullanici hesaplari icin Authenticator Uygulamasi
aracihgiyla MFA'yi etkinlestirmek icin adim adim bir kilavuz saglayarak
kullanicilarimiza bu gegiste yardimci olmaktir.

Volvo Group yalnizca Microsoft Authenticator Uygulamasini destekler ve
tgtincd taraf kimlik dogrulayici uygulamalarini desteklemez, ¢linkd
Microsoft Authenticator en iyi Azure ile ¢alisir. Dikkate alinmasi gereken
tek bir saticidan yalnizca bir Uygulama oldugu i¢in daha kolay sorun
giderme saglar.

Authenticator Uygulamasini yliklemeye ¢alistiginiz cihaz bu
gereksinimleri karsilamalidir:

Android >v8.0
iOS/iPadOS >v14.0



MFA KURULUMU

HARICI KULLANICILAR

1. Litfen sisteminizde oturum acin (is diziisti bilgisayari, is masadisti
bilgisayari)

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Tdm tarayici pencerelerini kapatin ve yeni bir 6zel/ gizli tarayici oturumu agin
(Microsoft Edge tarayici simgesine sag tiklayin ve "Yeni InPrivate Penceresi
"ni secin)

3. Tarayicinin adres alanina su URL'yi girin: https://aka.ms/mysignins



https://aka.ms/mysignins

4, Volvo Kullanici Kimliginizi ve "@ext.volvogroup.com" uzantisini girin ve "ileri

"ve tiklayin
BS Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter password
Can't access your account? "“"“| o

Forgot my password

b. Parolayi, Trucks Portal i¢in kullandiginiz parolanin aynisini kullanarak girin,
ornegin
6. "Oturum Ag "a tiklayin

31 My Sign-Ins v/

R Overview SeCU rlty infO

These are the methods you use to sign into your account or reset your password.

2 Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

. Lost device? Sign out everywhere
8 Privacy




7. Sonraki sayfada "+ Oturum agma yéntemi ekle" segcenegine tiklayin

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

8. Acilir pencerede, "Bir ydontem segin" acgilir mentsinl genisletin ve MFA
yonteminiz olarak "Authenticator Uygulamasi "ni segin

Microsoft Authenticator

Start by getting the app

~\
o On your phone, install the Microsoft Authenticator

app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next".

| want to use a different authenticator app

9. Acilan pencerede "Simdi indir" baglantisina tiklayin ve "ileri "ye tiklayin



FOR APPLE DEVICES

FOR ANDROID DEVICES

10.  Telefonunuzun isletim sistemiyle eslesen ilgili QR kodunu taramak igin
kullanmak istediginiz telefonu alin veya uygulamayi indirmek icin
telefonunuzun App-Store/PlayStore'una erisin

11. Telefonunuzda, yiiklendikten sonra Microsoft Authenticator uygulamasini agin
ve istem gorindigiinde bildirimlere izin verin

12:45 AM

Accounts

Add your first account

+

Add account

wl = 12:45 AM

{ Accounts

What kind of account are you adding?

B® Personal account
=- Work or school account

ﬂ Other (Google, Facebook, etc.)

Add work or school account

gg Scan a QR code

Si
B Foepasen

ordless enabled users only

CANCEL

12.  "Hesap ekle "yi secin, ardindan meniiden "is veya okul hesabi "ni secin



13.  Acilir pencerede "QR kodunu tara "yi secin
14,  Bilgisayarinizda "ileri "ye tiklayin

Simdi bilgisayar ekraninizda agilan agilir pencere bir QR kodu gdsterir

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

3:53 i €

= Add account

Your account provider will display a QR code.

Can't scan image?

15.  Telefonunuzu kullanarak QR kodunu tarayin



16.

17.

18.

Uygulama yeni is hesabinizi ekranda listeleyecektir

Microsoft Authenticator

e[ Scan the QR code

Ands

Use the Microsoft Authenticator app to scan the QR
code. This will connect the Microsoft Authenticator
app with your account.

Can't scan image?

Bilgisayarinizda "ileri "ye tiklayin

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app.

Resend notification

Approve sign-in?

Deny Approve

Telefonunuzda, telefonunuza génderilen test bildirimini onaylayin




Microsoft Authenticator

v/

Natification approved

19.  Bilgisayarinizda "ileri "ye tiklayin

Yeni MFA yénteminiz olan "Authenticator uygulamasi "ni "Glvenlik Bilgileri"
sayfanizdaki listede gérebilirsiniz

Artik kullanici hesabiniza "Authenticator uygulamas:” ile MFA'yi etkinlestirdiniz

[sin bitti!



3.

2.

Hadi Test Edelim
Yeni MFA Yontemi

1. Hesabinizdan ¢ikis yapin.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

ideal olarak yeni bir 6zel/gizli tarayici oturumu acin (Microsoft Edge
tarayici simgesine sag tiklayin ve "Yeni InPrivate Penceresi "ni secin)

Tarayicinin adres alanina su URL'yi girin: https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4,  Oturum acma istemine UPN'nizi girin ve "ileri "ye tiklayin

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Sifrenizi girin ve "Oturum ag¢ "a tiklayin



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Bir sonraki ekranda, yeni ayarladiginiz cihazda bir onay istegdi almak icin
"Microsoft Authenticator uygulamamda bir istedi onayla "yi segin

B® Microsoft

M123456@ext.volvogroup.com
Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

17

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

7. Bir sonraki ekranda size bir numara sunulacaktir



8. Cihazda bir bildirim olup olmadigini kontrol edin ve bildirime dokunun
= Authenticator I

ff VdplW Vol

Are you trying to signin?

Volvo Group
M123456@ext.volvogroup.com

Enter the number shown to sign in.

App
m My Signins
m
17
No, it's not me jES
9. Bilgisayar ekraninizda gdsterilen numarayi bu meydan okumanin bildirim

alanina girin ve "Evet" lizerine dokunun

a8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

10. "Evet" lzerine tiklayarak bir sonraki a¢ilir pencereyi onaylayin

Yeni kaydettiginiz MFA yéntemini kullanarak hesabiniza basariyla giris
yaptiniz.



VvV O L V O
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